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Speaker

 David Watson (UK)‏
 14 years managed services industry and consultancy
 Solaris, IP Networking, Firewalls, PenTest background
 Led the UK Honeynet Project since 2003
 Honeynet Project Chief Research Officer / Director
 Shadowserver Foundation member
 Bootable systems, Honeystick, Honeysnap analysis tool,  

co-authored “KYE: Phishing”, KYE reviewer / editor
 GDH and HonEeeBox lead developer & project manager

 GSoC org admin, Conficker Working Group

 Director of UK open source consultancy Isotoma Ltd.
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Brief Introduction to 
The Honeynet Project
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The Honeynet Project
 Volunteer open source computer security research 

organisation since 1999 (US 501c3 non-profit) 
 Mission: ¨learn the tools, tactics and motives involved in 

computer and network attacks, and share the lessons 
learned¨ - http://www.honeynet.org

 Goal: Improve security of Internet at no cost to the 
public
 Awareness:  Raise awareness of the threats that 

exist
 Information: For those already aware, teach and 

inform about latest threats
 Research: Give organizations the capabilities to learn 

more on their own
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The Honeynet Project
 Global membership of volunteers with diverse 

skills and experiences
 Deploys networks of computer systems around the 

world with the explicit intention of being hacked
 Share all of our tools, research and findings, at no 

cost to the public
 Members release regular activity status reports
 ¨Know Your Enemy¨ (KYE) white papers regularly 

published on current research topics
 Committed to open source and creative commons
 Partially funded by sponsors, nothing to sell!
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30+ International Chapters

http://www.honeynet.org/misc/chapters.html



  
David Watson (david@honeynet.org.uk)‏ 7

Annual Workshops (KL 2009)
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Annual Workshops (MX 2010)
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Concepts

 Honeypots
 Honeynets
 Low / High interaction
 Research / Production

 Data control 
 Data capture
 Honeywall / Sebek

 Client / Server
 Automated malware 

collection

 Know Your Enemy: Learning 
About Security Threats 

ISBN-10: 0321166469 
http://www.honeynet.org/book/index.html

 Virtual Honeypots
(Niels Provos and Thorsten Holz)‏

ISBN-10: 0321336321 

http://www.amazon.com/exec/obidos/ASIN/0321166469/ref=nosim/thehoneynet0c-20
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Data Collection Tools

 Honeyd

 Nepenthes
 Honeybow
 Honeytrap

 LibEmu/Nebula
 PEHunter
 Honeymole
 Fast Flux Tracker

 Defacement Tracker

 Honeywall

 Sebek
 Hflow
 PHPHoP, GHH, HIHAT
 Spampot

 Phoneyc
 Capture-HPC
 Honeystick

 GDH / HonEeeBox
http://www.honeynet.org/tools

http://www.honeynet.org/tools
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Data Collection Tools
Other Tools:
 Kojoney
 Argos

 Botsnoop
 Honeyclient

More detailed summary of most of these tools in 
June's 2008 IEEE Journal EU FP-7 WOMBAT 
workshop paper:

http://www.ukhoneynet.org/watson-HoneynetProject.pdf
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http://www.honeynet.org/speaking/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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http://www.honeynet.org/speaking/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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New Honeynet Tools and
Google Summer of Code 2009
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Google Summer of Code 2009
 150 orgs, 1000 students
 9 funded GSoC places

(+3 funded HPSoC)
 $54,000 for student 

projects in 2009
 Mostly PhD students
 5.5/12 updates
 6.5/12 new projects

http://socghop.appspot.com/
http://www.honeynet.org/gsoc2009

http://www.honeynet.org/gsoc
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GSoC 2009

Updates:
 PhoneyC
 Capture-HPC
 Nebula
 PicViz

New:
 LI Server Honeypots
 WebApp Honeypots
 Qebek (QEMU)
 Hybrid Honeypots
 Sebek visualization
 Client honeypot 

management
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Classical Server Honeypot
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Nepenthes homepage and URL

http://nepenthes.carnivore.it
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Nepenthes → Dionaea

 First generation low interaction (LI) honeypot
 Simple vulnerability signatures for common 

network based attacks, no protocol awareness
 Can only detect known attacks (so no 0-day)
 Difficult to write new vulnerability modules (C++)
 Widely deployed by AV companies, CERTs, 

ISPs, researchers, etc  on the Internet for 
collecting malware samples

 Automatically uploads malware to sandboxes
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Nepenthes → Dionaea

 Second generation low interaction honeypot
 Completely rewritten from lessons learned

Goals:
 Detect both known and unknown attacks
 Better protocol awareness
 Vulnerability modules in a scripting language
 Generic shellcode detection via LibEmu
 Make good use of existing supporting libraries
 Wider community support for new modules 
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http://libemu.carnivore.it
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Nepenthes → Dionaea

 C with glib
 LibEv events
 Emdedded Python
 OpenSSL for TLS
 Udns (asynch)
 Curl and Libcfg
 SQL logging
 IPv6 support

 SMB/CIFS protocol 
emulation for 
(unknown) RPC calls

 Generic shellcode 
detection via LibEmu 

 Actions on shellcode 
profile (windows 
shell, file download) 
via LibEmu execution
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Dionaea homepage and URL

http://dionaea.carnivore.it
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Updated Sebek

 Hidden kernel module that covertly 
captures host I/O activity (rootkit / trojan)

 Writes attacker I/O activity directly to raw 
network device (so sniffing more difficult)
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http://project.honeynet.org/papers/sebek.pdf
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Sebek Win32 Improvements

 Code review & bug-fix 
 Socket accept event miss reported 
 Socket ownership error 
 Memory leak bug 
 Access other process’ PEB -> BSOD 

 Released stable Sebek Win32 version

 Chinese student Chengyu Song took over 
ongoing Win32 platform support 
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https://projects.honeynet.org/sebek

https://projects.honeynet.org/sebek
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QEMU Sebek (Qebek)

 Kernel module inserted into host OS on boot
 Kernel patches → Sebek module recompile
 Kernel changes mean Sebek code changes
 Cat and mouse game for attacker detection
 Ideally we want to move I/O capture into the 

virtual machine hypervizor and become OS 
independent (and much harder to detect)
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QEMU Sebek (Qebek)

 VMWare VMSafe API interesting, closed source
 Modify open source emulator or hypervizor
 Chose QEMU as most simple emulator
 Successfully replicated existing Win32-only 

Sebek I/O capture functionality
 Data output format compatible with Honeywall
 Still R&D work in progress (Chengyu Song)
 Linux support or move further into hypervizor?
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https://projects.honeynet.org/sebek/wiki/Qebek

https://projects.honeynet.org/sebek/wiki/Qebek
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http://project.honeynet.org/papers/KYT_Qebek
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http://project.honeynet.org/papers/KYT_Qebek
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http://project.honeynet.org/papers/KYT_Qebek
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http://project.honeynet.org/papers/KYT_Qebek
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http://project.honeynet.org/papers/KYT_Qebek
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Client Honeypots

 Monitor state 
changes

 Analyse client 
behaviour

 Classify site as:

      - Benign

      - Malicious

 Classification 
based on 
logged client 
actions
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Updated Capture-HPC

 Leading high interaction client honeypot
 Java server that drives an automated real web 

browser to a suspect URL in a Win32 VM
 Categorizes URLs based on file / registry & 

process state changes and reports differences
 Multi-browser support (MS IE, FireFox, etc)
 Office documents, media files, extensions
 Exclusion lists for white listing activity 
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Capture-HPC homepage + URL

https://projects.honeynet.org/capture-hpc
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http://honeybrid.sourceforge.net/
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http://www.honeynet.org/papers/mws/

Know Your Enemy (KYE) “Malicous Websites”:
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HI Scalability Challanges

 Difficult given the scale of the Internet!
 Workload distribution over multiple VMs / servers
 Client Visitation Schemes (URLs/day per VM)

● Sequential scheme                   (2560/day)
● Divide-and-conquer scheme   (20600/day)
● Bulk scheme                             (15867/day)

 Timeouts and performance tuning 
 Rapid disk imaging and reversion helps
 Impractical without very large server farms
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Updated PHoneyC

 Pure Python low interaction (LI) honeyclient
 Safer than high interaction client honeypots  

(no follow on attacks), fast and scalable 
 Initially lacked many elements of real web 

browser, so opportunities to detect or bypass
 Big improvements in DOM Emulation
 Now more realistic browser behaviour
 Chinese students Geng Wang and Zhijie Chen
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Updated PHoneyC

 Javascript engine based on SpiderMonkey, 
Mozilla implementation of JavaScript Engine

 HoneyJS: a bridge between Python and      
SpiderMonkey, wraps subset of its APIs 

 HoneyJS based on python-spidermonkey



  
David Watson (david@honeynet.org.uk)‏ 52

Updated PHoneyC

 Can easily change browser personalities
 Default personalities:

 Internet Explorer 6.1 (Windows XP)
 Internet Explorer 7.0 (Windows XP)
 Internet Explorer 8.0 (Windows XP)
 Internet Explorer 6.0 (Windows 2000)

 Easy to add new personalities
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Updated PHoneyC

 Easy to write Python vulnerability modules
 Mock ActiveX controls and browser plugins
 Supports multiple versions of ActiveX controls
 Uses LibEMU for shellcode detection, execution 

and profiling (inspired by Nepenthes / Dionaea)
 PDF document parsing and Javascript 

shellcode extraction
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Updated PHoneyC

 Moved to more flexible XML-based output
 Python data structure from XML Schema 

document 

 Still a work in progress, expect breakage!
 Created interesting ideas for GSoC 2010 

and beyond 

  



  
David Watson (david@honeynet.org.uk)‏ 55

Phoney home page and URL

http://code.google.com/p/phoneyc
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Glastopf Web Honeypot
 Minimalistic web server written in Python
 Scans incoming HTTP request strings
 Checks for remote file inclusion (RFI), local file 

inclusion (LFI) and SQL Injection
 Signatures and dynamic attack detection 
 Attempts to download attack payloads
 Search keyword indexing to draw in attackers
 MySQL database plus web console
 Surfnet.nl data upload plugin
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Glastopf homepage + URL

http://glastopf.org
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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Updated Nebula

 Argos or Nebula low interaction honeypot 
waits for exploit attempts (or CLI input too)

 Honeypot passes attack trace to daemon 
 Nebula attempts to automatically derive 

IDS signature within a few seconds
 Signature made available to Snort IDS
 Core designed for good performance
 Signature accuracy increases as attack 

volumes increase



  
David Watson (david@honeynet.org.uk)‏ 66



  
David Watson (david@honeynet.org.uk)‏ 67



  
David Watson (david@honeynet.org.uk)‏ 68

Nebula homepage + URL

http://nebula.carnivore.it
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Updated PicViz

 Information visualisation application (Python)
 Generates Parallel Coordinate diagrams from 

text logs, such as honeypot output
 Presents high volumes of data with multiple 

dimensions on a single simple diagram
 Birds eye view aids human pattern viewing
 PGDL: Picviz Graphics Description Language
 Now with added GUI for easy data exploration
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PicViz homepage + URL

http://www.wallinfire.net/picviz/
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http://project.honeynet.org/node/499
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http://project.honeynet.org/node/499
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http://project.honeynet.org/node/499
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http://project.honeynet.org/node/499
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http://project.honeynet.org/node/499
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More New Honeynet Tools and
Google Summer of Code 2010
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Google Summer of Code 2010
 17 funded students
 $85,000 for student 

projects this summer
 Very international
 4.5 / 17 updates
 12.5 / 17 new projects 
 Code only uploaded to 

Google in September
http://www.honeynet.org/gsoc
http://socghop.appspot.com/gsoc/org/list_proposals/google/
gsoc2010/honeynet

http://www.honeynet.org/gsoc
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GSoC 2010

Updates:
 PhoneyC ++
 Dionaea / VoIP ++
 Capture-HPC ++

New:
 PHP/RFI Sandbox
 IM Honeypot
 Botnet C&C monitor
 HI server VMI
 Infected Host DNS
 TraceExploit
 Log Anonymisation
 Malware Sandbox
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http://code.google.com/p/google-summer-of-code-2010-honeynet-project/downloads/
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http://carnivore.it/2010/10/13/xmpp_server
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http://honeynet.org.au/?q=gsoc2010_VOIP_honeypot_in_dionaea
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http://www.cuckoobox.org
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http://code.google.com/p/phoneyc
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https://github.com/pjlantz/Hale.git
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http://dev.glastopf.org/projects/shw/im-honeypot
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http://code.google.com/p/loganon
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Know Your Enemy (KYE) Whitepapers
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KYE: Fast Flux Service Networks

http://www.honeynet.org/papers/ff

http://www.honeynet.org/papers
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Malicious Websites

 C&C diagram

http://www.honeynet.org/papers/wek/
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KYE: Containing Conficker

http://www.honeynet.org/papers/conficker

http://www.honeynet.org/papers
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Honeynet Project
Forensic Challenges
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Origional Honeynet Challenges

http://old.honeynet.org/scans



  
David Watson (david@honeynet.org.uk)‏ 96

http://old.honeynet.org/reverse
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http://old.honeynet.org/challenge
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http://www.honeynet.org/challenges
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http://www.honeynet.org/challenges
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Many People To Thank

 All of our GSoC students for their hard 
work in 2009/2010

 All of our members for their continuing 
dedication as motivated volunteers

 Google for funding Google Summer of Code
 Community for testing, using and sharing



David Watson        david@honeynet.org.uk

Any Questions?

http://www.honeynet.org

Who Are The Honeynet Project 
And Whats New With Honeynets?

(GsoC 2009 and GSoC 2010)
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