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Evil Javascript

§ Like everyone else, we saw lots of obfuscated 
JS last year:

§ This is tedious to decode manually, so we built 
a tool to do it (like others) and released it:
http://www.ukhoneynet.org/2007/08/06/spotting-malicious-javascript/
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Evil Javascript

§ Our tool used Spidermonkey JS engine

§ But: Jose Nazario was working on Norberto at 
that time and Phoneyc in late 2007

§ Similar goals and approaches, different strengths

§ However, we had a Badness Meter (TM) ☺

§ Simple ratio of the number of Javascript 
keywords versus the total length of the code

§ Decided not to release & instead merge features 
or continue development and testing
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(Not Really) Evil Javascript

§ Simple step based command line usage

§ Non-obfuscated JS has low ¨badness¨:



David Watson (david@honeynet.org.uk) 5

Evil Javascript

§ Real evil JS:

§ Score and decode once:

§ High ¨badness¨

= still part encoded
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Evil Javascript

§ High badness, decode a second time:

§ Now we get the 

actual payload
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Finding Evil Javascript

§ Started crawling the web using Heritrix (Archive.org)

§ Didn't get as much obfuscated JS as we expected

§ Only using JS mime types and file extensions

§ JS actually called in many other ways, especially in web 
2.0 apps

§ Wrote simple web crawler that understood multiple 
calling methods (python, asynchronous Twisted)

§ Optionally display results in TurboGears web UI
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Evil Javascript

§ Need to improve simple web crawler (functional 
but doesn’t play nice!)

§ Still improving TurboGears based web UI

§ Initial SVN release fairly soon

§ More web console features to come

§ Anti-spam techniques for spotting obfuscated JS 
– Naïve Bayes

§ Browser plug-in / NoScript extension?

§ Phoneyc code merging?

§ arguments.callee.toString(), not really being IE
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SpamMonkey

§ Deliver spam to IMAP accounts

§ Process new messages (including attachments)

§ Extract URLs and log information in DB 

§ Pass to Evil JS code and client honeypot farm

§ Crawl using Capture-HPC client honeypot

§ Record malicious I/O (file, network, registry)

§ Add results to DB and present in web UI

§ Help humans do their analysis

§ Hope to combine/release fairly soon
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Any Questions?                               
(and please give us your spam!)

http://www.ukhoneynet.org


