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Evil Javascript

§ Like everyone else, we saw lots of obfuscated
JS last year:

18%2C43%2C25%2C16%2C34%2C Hﬂﬂﬁﬂﬂmm'ﬁﬂﬂ?ﬂﬂm-l ;

E@%3Bj - -%29%7Bra30M2 7H2 7H3BX20 fork2 81i%3DMath . mink2 8 1 %2 ChX29%;

%7D%7Ddocument . writelZ8 r2ex2o%7 %7 DdcX28%22 ISXKFj_YEY_J H.]z]
0JzKXS5ujubcMk®_06YG_US41iubgnlbzY rfgnHz6KQzY+z6rKe_jHoE6tx54]

§ This Is tedious to decode manually, so we built

a tool to do it (like others) and released it:
http://www.ukhoneynet.org/2007/08/06/spotting-malicious-javascript/
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Evil Javascript

§ Our tool used Spidermonkey JS engine

§ But: Jose Nazario was working on Norberto at
that time and Phoneyc Iin late 2007

§ Similar goals and approaches, different strengths
§ However, we had a Badness Meter (TM) J

§ Simple ratio of the number of Javascript
keywords versus the total length of the code

§ Decided not to release & instead merge features
or continue development and testing
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(Not Really) Evil Javascript

§ Simple step based command line usage
§ Non-obfuscated JS has low "badness:

<script type=text/javascript>
print("Hello World\n™);

davidémonolith; $ decryptjs test.html

Examining Javascript

print("Hello World\n™);

Decode this Javascript (badness 24)? (y/n) [n]:
Save all decoded Javascript to file? (y/n): [y]
Filename? [fred.out]
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Evil Javascript

8 Real evil JS:

davidémonolith; $ decryptjs fipcom

Examining Javascript

document . write(unescape("%3Cscripti2@languageX3DlavaScripti3E function®Z0dc2 Bx%29%7Bvark201%30x.
3mmxm¢mmcmmcmmmwmmm&msmc«mmcmm 25

JdGiRWKiRWgYINIMmIYyLJykjEZIzIY+u9pISg)_Vézyjgl_V1l_vbn_
37bGi7rzIVEYIMfgyJHjIn@]JmhI_xD4iRWNgYING_JbyLbEytM_6tJd]

§ High "badness” 00,0008, 15:5.005,45,,30,5.8,0.17, 39,20 3,23 0.60,5,55,4

5,57,53,11,14,20,18,43,25,16,34,54,58,28,50,6,7,12,47,10,23,5 );for(j= Math

);i.:-a; i--,l--){nl-(t[ x.churﬁudeﬁt(m-&-)-ﬂ])«s;i.f(s]{r'+-5tr'ing.fr'm(lhu :

— St| I I p art e N C O d e d rite(r )}}dc("JSKKFj_YEY_jKJzjUGn0zBYyUSKKm)Z] Yabi@]_0zgzYUGHuZ1YJLIgK7Giin

bzYrfgnHz6i )0z Ytz6rke_jHc6tx54In@5_rlzyTLYynmY_v_]Ix54iyJGykY_OFaY_mbgIMac

David Watson (david@honeynet.org.uk)



—— T H E H ONEYNET P R OJETCT

Evil Javascript

§ High badness, decode a second time:

rWIKvIugYIrKInIuINGIIb6vmIuIMlké_nIuryI3HIu6 _nI6b]
u6_nI6_nI6_nI6jbovmIuIMlkuncIK_We6Izutrb6YBI6jlgh
ZI3ny33HNrvmIuIMlktrub4mbLuHIuezb6eBl63HLFmGyL Fz]Yq
bn_XHg3DgCnHEG_AMUYZ@+t jVY cMz8_OVmY tzW1tXQ6YEJg_xSKiR
RWgYINIMmI YyLIykjEzIzIYtudpISgl_Vézyjgl_V1]_vbn_INJ

JVEYIMfgyJHjIn€jImI_xD41iRWgYING_IbyLbEytM_6tIdj_3Y
YYvvinz6gnzcobtX(Qbi€jzOuz60YEb_rljYMLG_UGNUY1gJUSXKF

Decode this output (badness 710)7 Cy/n) [¥y]: [

var heapSprayToAddress = @x@ccBclc;

§ Now we get the R

"Yue243%uebfaXue8oSKuffeckuf fFXusb7 fludfieXue fefiuble fluelaf¥udfoaxud2 £3;
aCtU a.l payload "¥ubde fFubI03%u6187%uelal¥ud703%uef11%ue e fiuaabb¥uboeb¥u7 78 7%u65 11%u07e 15

"¥ucaB7xulesTaue7 2dkuefodiuefe
fRuaabEXube3%ud087%ud21%ud78 fEuef3bjuefe fluaabdubof fAuZe87¥U0a%6" +
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Finding Evil Javascript

§ Started crawling the web using Heritrix (Archive.org)
§ Didn't get as much obfuscated JS as we expected
§ Only using JS mime types and file extensions

§ JS actually called in many other ways, especially in web
2.0 apps

Eproperty
def objects(self):
return self.find("//applet/@archive”, "“//Yapplet/@code”, “//img/@src”, "/ link/@href", "//meta[@http-equiv="refre
sh']/@content”, "//object/@data", “//object/Busemap", "//object/@codebase™)

Eproperty
def jaovascript(self):
return self.find("//script/@src")

éproperty
def inlinedavascript(self):
return self.find("//8onload™, "//@onunload”, "//@onfocus"”, "//8onblur*, "//8onchange™, "//@onsubmit", "/ Bonmous
eover"”, “//onmouseout", "//scriptrtext()™)

§ Wrote simple web crawler that understood multiple
calling methods (python, asynchronous Twisted)

§ Optionally display results in TurboGears web Ul

David Watson (david@honeynet.org.uk)
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16:24:01.331909 Found</H1> The requested URL / was not found on this server.<P> </BODY></HTML>

2008-02-08 404 < |DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <HTML><HEAD> <TITLE>404 Not Found</TITLE> </HE|
16:24:01.331909 < Found</H1> The requested URL / was not found on this server.<P> </BODY=></HTML>
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iew http://0ctOB)ia,, http://007soccer.8k.com 2008-02-08 0 % <1-=|09]1202488069|144.32.226.25|NONE|--> <!-- content - Partner "default.partner” - File "html parser/available.htm
16:27:49.166534 PUI .
Page preview

iew http://07noy -

ome page
iew http://0d38H <]--|09 1202488069 |144.32.226.25 | NONE | --> /HE

<l=-- content - Partner "default.partner" - File "html_parser/available.htm" --> _—

<|DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"><html><head>
<title>AVAILABLE - FreeServers</title>

<l-- env.cgi: html_parser -->

<link rel="stylesheet" hral-"{c?i-hinfcss!nuw_styla.css?purma.r-fraasamrs.cuu' tyga-"tartlcss':-
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<html> <head> </head> <iframe width="100%" height="100%" frameborder="0"
src="http://searchportal.infermation.com/?a_id=4736%&domainname=referer_detect" > < /iframe> </html=>

test,test2 <html> <head> </head> <iframe width="100%" height="100%" frameborder="0"
i src="http://searchportal.information.com/?a_id=47369&domainname=referer_detect"> </iframe> </html>
<!--|09|1202488069|144.32.226

5INONE|--> <!-- content - Partner "default.partner” - File "html parser/available.htm"

File "html parser/available.htm"

UK Honeynet Project

<l--|09|1202488069|144.32.226.25 |NONE| -->
<l-- content - Partner "default.partner" -2

Id wurl Crawl Date Badness Tags Text
_— . 5 e 2008-02-08 . <html> <head> </head> <iframe width="100%" height="100%" frameborder="0"
lew http://07nove .Lop-tub.com __ :49,166534 0 src="http://searchportal.information.com/?a_id=47369&domainname=referer_detect" > </iframe> </html>
iew http:/, URL Details 0 test,test2 <html> <head> </head> <iframe width="100%" height="100%" frameborder="0"
4 5 = src="http://searchportal.information.com/?a_id=47369&domainname=referer_detect” > < /iframe> </html>
iew http:/ 0 , =!--|09]1202488069|144.32.226.25|NONE|--> <!-- content - Partner "default.partner” - File "html_parser/available.htm"
R IP: 144.32.128.242 PUBLIC "-/fW3C//DTD HTML 4.01 Transitienal//EN"> <html> <head
ome page Country: uk
3
4
5
&
7 <html=<heads>
8 <title>AVAILABLE - FreeServers</title>
9
10
11
12
13 <link >
14 <link rel ty] >
15 <fhead><body>
16
17
18 adiv id >
19 <div id: =
20
21 SRC
22
23
24
25
26
27
28
29 <div c ><tr valign ><bd>
30 <DIV T >
31 <IMG src ></DIV></td><TD width: >
32
33 <DIV class »5ite available.</DIV>
34
35 The subdomain <Brsomewhere.crg</B> is available
k1 Use the link on the right to sign up for your F wWeb site.
37

border

><fa></DIV>
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Evil Javascript

§ Need to improve simple web crawler (functional
but doesn’t play nice!)

Still improving TurboGears based web Ul
Initial SVN release fairly soon
More web console features to come

Anti-spam techniques for spotting obfuscated JS
— Nalve Bayes

§ Browser plug-in / NoScript extension?

§ Phoneyc code merging?

§ arguments.callee.toString(), not really being IE

§
§
§
§
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SpamMonkey

Deliver spam to IMAP accounts

Process new messages (including attachments)
Extract URLs and log information in DB

Pass to Evil JS code and client honeypot farm
Crawl using Capture-HPC client honeypot
Record malicious I/O (file, network, registry)
Add results to DB and present in web Ul

Help humans do their analysis

Hope to combine/release fairly soon

David Watson (david@honeynet.org.uk)
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