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Speaker

 David Watson (UK) ‏
 14 years managed services industry and consultancy
 Solaris, IP Networking, Firewalls, PenTest background
 Led the UK Honeynet Project since 2003
 Honeynet Project Chief Research Officer
 Developed bootable system prototypes, Honeystick, 

version 0.x of Honeysnap analysis too,  co-authored 
“KYE: Phishing”, KYE reviewer / editor

 GDH lead developer & project manager
 Director of UK open source consultancy Isotoma Ltd.
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Agenda

 GDH and motivation for HonEeeBox
 Embedded Low Interaction (LI) Honeypots
 HonEeeBox sensors
 Next steps and how to get involved
 Prototype HonEeeBox UI plus basic 

LI data visualisation
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Global Distributed Honeynet (GDH) 
and Motivation for HonEeeBox
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GDH Phases 1 and 2

 Previous efforts to deploy and operate long 
running standardised low and high interaction 
virtual honeynets

 Multiple identical international nodes
 Centralised data collection and analysis (DA)
 Human analysts responding to incidents
 GDH1 voted best talk at PacSec 2007
 Ongoing R&D effort, continuing in 2009/2010
http://www.ukhoneynet.org/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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Motivation

 GDH2 gives members a shared project 
 Data available to all members / partners
 Tools available as open source
 Continues honeynet R&D plus testing

 Big, complex, development dependencies, 
manual, time consuming, resource intensive

 Significant funding to really be successful

BUT
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Motivation

 Do something simple now, then more GDH2
 Reduce amount of new development required
 Minimise operational support and DA effort 
 Keep up momentum from annual workshop
 Start project immediately (May 2009)
 Quickly provide a live shared data feed
 Involve as many members as possible
 Kick start development of analysis tools that 

will be useful when GDH2 does restart
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Proposed Approach

 Build small, cheap, highly portable low 
interaction honeypots for distributed 
malware collection to a central location 

 Deploy widely and internationally (100+)
 Anonymous central sample submission
 'Outsource' malware binary analysis to 

Shadowserver, VirusTotal, etc
 Focus development on reporting and 

analysis UI, then data analysis
 Also add netflow and p0f data recording
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Obvious Questions

 Why do this now (or ever) - aren't we 
supposed to be getting GDH2 operational?

 Hasn't this all been done before?
 Isn't this just MWCollect.org, etc again?
 Where are the new tools. Not very novel?
 Yes, to all of the above! :-)
 But hopefully this initiative still has value
 Complete solution available to all members
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Embedded Low Interaction 
Malware Collection Sensors
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Embedded Nepenthes

 Spent a fair bit of time building embedded 
Nepenthes sensors on many platforms

http://www.ukhoneynet.org/category/howto
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Embedded Sensors Pros/Cons

✔ Consumer hardware
✔ Cheap
✔ Small
✔ Quiet
✔ Low power
✔ Reliable
✔ Easy to ship
✔ Minimal footprint

✗ Cross compiling
✗ Slow development
✗ Endian-ness
✗ Capacity
✗ Performance
✗ Poor console / UI
✗ Upgrade re-flash
✗ Making bricks!



  
David Watson (david@honeynet.org.uk) ‏ 15

HonEeeBox Low Interaction 
Malware Collection Sensors
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Asus Eee PC Box (B202)

 Best of both worlds
 Intel Atom x86 CPU
 1.6 GHz HT
 1GB RAM
 160GB hard disk
 Standard PC I/O
 Hardware warranty
 Comparable price

 Still small, quiet, low 
power, easy to ship

 Normal Linux distros
 Simple to reinstall 
 Update from image
 Upgrade from repos
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HonEeeBox

 Scripts to build a bootable ISO or USB image: 
 Live CD sensor
 Live CD sensor with disk persistence 
 Live USB sensor
 Live USB sensor with disk persistence
 Virtual appliance
 Hard disk installation (ideally to Eee Box PC)
 SHDC card installation, no moving parts
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HonEeeBox

 Minimal Debian-Live system (Lenny 5.0)
 Custom Nepenthes .deb created from the 

current Nepenthes release in svn
 DHCP plus automatic live CD login
 Patch and upgrade on the fly via apt
 Permanent installation prompts for locale, 

network configuration, etc as normal
 Basic anonymous HTTPS submission
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Next Steps and
How to Get Involved
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Next Steps

 Move code base into svn/Trac, add silc
 Test sensor deployments
 Complete initial backend (RDBMS)
 Roll out member nodes (ISO/USB/EeeBox)
 Share data with all members (existing feeds)
 Begin developing web UI (or share/re-use)
 Discuss the best ways of improving reporting 

and analysis interfaces
 Get people actively involved in collaboration
 Additional functionality: VOIP and Proxies
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What do you need?

 Interest in collaboration and sharing data
 Be willing to host a HonEeeBox sensor(s)
 Be willing to share collected malware samples 

with all members and project sponsors
 Be willing to share basic attack data 

(SRC IP, download URL, MD5, timestamp, etc)
 Ideally want to help carry out analysis and 

research on the shared data set we collect
 Even better, want to help improve the sensors, 

backend and reporting UI too
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What do you need?

 Working Internet connection

 1+ public IP addresses (many more is nice!)

 1+ networked x86 PC/server(s) which can boot 
from an ISO image or USB key
Or 
Space to host small, quiet HonEeeBox sensor 
hardware that we provide and ship to you
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Also Very Helpful

 Contact at Asus in Taiwan / US (bulk orders)
 Contacts for people interested in distributed 

sensor networks
 Spare public IP space
 Submissions from existing Nepenthes 

sensors (can chose to hide IP address)
 Funding for additional sensor deployment

 Regional, CERT, industry, academic, etc

 Sponsorship ;-)
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Prototype HonEeeBox UI and
Basic Example Visualisations
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Basic LI Attack Visualisation

 Dynamically updating GoogleMap 
 Google Earth
 Hilbert Curves and heatmaps (animated?)
 CAIDA Cuttlefish animations
 Basic charting (Splunk)
 Parallel Coordinates (PicViz) 
 Early days yet. Will get better faster if we 

share more of what we are individually 
working on and build a central set of tools
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GDH: Phase Two
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Any Questions?


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45

