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Speaker

 David Watson (UK) 
 14 years managed services industry and consultancy
 Solaris, IP Networking, Firewalls, PenTest background
 Led the UK Honeynet Project since 2003
 Honeynet Project Chief Research Officer / Director
 Shadowserver Foundation member
 Developed bootable system prototypes, Honeystick, 

version 0.x of Honeysnap analysis too,  co-authored 
“KYE: Phishing”, KYE reviewer / editor

 GDH lead developer & project manager
 Director of UK open source consultancy Isotoma Ltd.
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25 International Chapters

http://www.honeynet.org/misc/chapters.html
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GDH Phases 1 and 2
 Global Distributed Honeynet (GDH)
 Previous efforts to deploy and operate long 

running standardised low and high interaction 
virtual honeynets

 Multiple identical international nodes
 Centralised data collection and analysis (DA)
 Human analysts responding to incidents
 GDH1 voted best talk at PacSec 2007
 Ongoing R&D effort, continuing in 2009/2010
http://www.ukhoneynet.org/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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New “HonEeeBox” Project

 Build small, cheap, highly portable low 
interaction honeypots for distributed 
malware collection to a central location 

 Deploy widely and internationally (100's)
 Anonymous central sample submission
 'Outsource' malware binary analysis to 

Shadowserver, VirusTotal, etc
 Focus development on reporting and 

analysis UI, then improving data analysis
 Also add netflow and p0f data recording
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Embedded Nepenthes

 Spent a fair bit of time building embedded 
Nepenthes sensors on many platforms

http://www.ukhoneynet.org/category/howto
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Embedded Sensors Pros/Cons

✔ Consumer hardware
✔ Cheap
✔ Small
✔ Quiet
✔ Low power
✔ Reliable
✔ Easy to ship
✔ Minimal footprint

✗ Cross compiling
✗ Slow development
✗ Endian-ness
✗ Capacity
✗ Performance
✗ Poor console / UI
✗ Upgrade re-flash
✗ Making bricks!
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Asus Eee PC Box (B202)

 Best of both worlds
 Intel Atom x86 CPU
 1.6 GHz HT
 1GB RAM
 160GB hard disk
 Standard PC I/O
 Hardware warranty
 Comparable price

 Still small, quiet, low 
power, easy to ship

 Normal Linux distros
 Simple to reinstall 
 Update from image
 Upgrade from repos
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HonEeeBox

 Scripts to build a bootable ISO or USB image: 
 Live CD sensor
 Live CD sensor with disk persistence 
 Live USB sensor
 Live USB sensor with disk persistence
 Virtual appliance
 Hard disk installation (ideally to Eee Box PC)
 SHDC card installation, no moving parts
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HonEeeBox

 Minimal Debian-Live system (Lenny 5.0)
 Custom Nepenthes .deb created from the 

current Nepenthes release in svn
 DHCP plus automatic live CD login
 Patch and upgrade on the fly via apt
 Permanent installation prompts for locale, 

network configuration, etc as normal
 Basic anonymous HTTPS submission
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HonEeeBox Participation

 1+ public IP addresses (more is better)

 1+ networked x86 PC/server(s) to boot ISO or USB 
key or space to host HonEeeBox sensor hardware 

 Be willing to submit basic attack data 

(SRC IP, download URL, MD5, timestamp, binary, etc)

 Be willing to share collected malware samples with all 
participants and project sponsors

 Submissions from existing Nepenthes sensors 

 Funding for additional sensor deployment
 Regional, CERT, industry, academic, etc

 Sponsorship ;-)
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GDH: Phase Two
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Any Questions?
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