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The Honeynet

ISRt Speaker @ -=r=ccue=wes

= David Watson (UK)
= 14 years managed services industry and consultancy
» Solaris, IP Networking, Firewalls, PenTest background
* | ed the UK Honeynet Project since 2003
* Honeynet Project Chief Research Officer / Director
= Shadowserver Foundation member

= Developed bootable system prototypes, Honeystick,
version 0.x of Honeysnap analysis too, co-authored
“KYE: Phishing”, KYE reviewer / editor

» GDH lead developer & project manager
* Director of UK open source consultancy Isotoma Ltd.

David Watson (david@honeynet.org.uk) 2
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25 International Chapters

The Honeynet Project
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http://www.honeynet.org/misc/chapters.html
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GDH Phases 1 and 2

» Global Distributed Honeynet (GDH)

* Previous efforts to deploy and operate long
running standardised low and high interaction
virtual honeynets

* Multiple identical international nodes

= Centralised data collection and analysis (DA)
* Human analysts responding to incidents

= GDH1 voted best talk at PacSec 2007

= Ongoing R&D effort, continuing in 2009/2010

http://www.ukhoneynet.org/PacSec07 _David_Watson_ Global Distributed Honeynet.pdf
David Watson (david@honeynet.org.uk) 4
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GDH Ph_ysical Node

GDH Node Virtual Networking_

Internet

LAN Switch

Base Platform
Intel x86 hardware
Minimal FC6 OS
1-2 GB RAM

UKABPO1
\ IP = nnn.nnn.nnn.1

e

Internet

U

Vmware bridged vmnet0
Nepenthes Sensor
UKAMWO1
IP = nnn.nnn.nnn.3
Kojoney SSH Honeypot

VMWare

VMWare bridged vmnet0
Roo External (bridged eth0)

Roo v1.x Honeywall

Vmware custom vmnet2

VMWare bridged vmnet0
Roo Management
(static eth2)

IP = nnn.nnn.nnn.2

Roo Internal (bridged eth1)

GDH Node Detail
The Honeyngt

et

1GB RAM = Single Honeypot
VMWare custom vmnet2
FC3_Servert
IP = nnn.nnn.nnn.4

\.

2GB RAM = +4 Additional Honeypots
VMWare custom vmnet2

Solaris x86, Linux, *BSD, WinXP, etc

IP = nnn.nnn.nn.5, nnn.nnn.nnn.6, etc:/
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New “HonEeeBox” Project

= Build small, cheap, highly portable low
iInteraction honeypots for distributed
malware collection to a central location

* Deploy widely and internationally (100's)
= Anonymous central sample submission

= 'Qutsource’ malware binary analysis to
Shadowserver, VirusTotal, etc

* Focus development on reporting and
analysis Ul, then improving data analysis

» Also add netflow and pOf data recording

David Watson (david@honeynet.org.uk) 7
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Embedded Nepenthes

» Spent a fair bit of time building embedded
Nepenthes sensors on many platforms

netstix 200xm-cf computer

http://www.ukhoneynet.org/category/howto

David Watson (david@honeynet.org.uk) 8
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Embedded Sensors Pros/Cons

3

v Consumer hardware ~ Cross compiling

v Cheap « Slow development
v Small ~ Endian-ness

v Quiet ~ Capacity

v Low power « Performance

» Reliable x Poor console / Ul
v Easy to ship « Upgrade re-flash

=

v Minimal footprint Making bricks!

David Watson (david@honeynet.org.uk) 9
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Asus Eee PC Box (B202)

Best of both worlds
Intel Atom x86 CPU

1.6 GHz HT = Still small, quiet, low
1GB RAM power, easy to ship
160GB hard disk = Normal Linux distros

Standard PC 1/O = Simple to reinstall
Hardware warranty ™ Update from image
Comparable price  * Upgrade from repos

David Watson (david@honeynet.org.uk)
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HonEeeBoXx

= Scripts to build a bootable ISO or USB image:

_ive CD sensor
_ive CD sensor with disk persistence
_ive USB sensor

_ive USB sensor with disk persistence

= Virtual appliance
» Hard disk installation (ideally to Eee Box PC)
» SHDC card installation, no moving parts

David Watson (david@honeynet.org.uk) 11
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HonEeeBoXx

= Minimal Debian-Live system (Lenny 5.0)

= Custom Nepenthes .deb created from the
current Nepenthes release in svn

= DHCP plus automatic live CD login
= Patch and upgrade on the fly via apt

= Permanent installation prompts for locale,
network configuration, etc as normal

= Basic anonymous HTTPS submission

David Watson (david@honeynet.org.uk) 12



T H E H ONEYNET P R OJETCT

BUE
en US UTF-8.

ieneration cunplete.

lome.

legin: Setting up automatic login done

I he H oneyn legin: Setting up console keyboard ... done.
3

legin: Configuring gnome-panel-data ... done.
. — ~ x legin: Configuring screensaver ... done.
'_;; @ i | ig @ a! legin: Preconfiguring “etc/modules ... done.
o legin: Preconfiguring networking ... done.
legin: Runnming /scripts/init-botton ... done.
INIT: version 2.86 booting

tarting the hotplug events dispatcher: udevdl 8.512584]1 udevd version 125 §
rted

shadowEEwE s

ynthesizing the initial hotplug events...done.

aiting for /dev to be fully populated...[ 8.8735121 Linux agpgart interface
B.183

8.876631]1 agpgart: Detected an Intel 448BX Chipset.

8.876786]1 agpgart: AGP aperture is 256M @ Bx@

8.8847151 pci_hotplug: PCI Hot Plug PCI Core version: B.5
bress F1 for help, or ENTER to boot: _ . 0.8849841 shpchp Standard Hot Plug PCI Controller Driver version: 8.4

dMIn@deblan: ¥ ps -el i grep nepen o nonmanmme P oMo Meddes TREY as /class/imput/inputl
A1 2612 1 0 88:28 7 99:08:88 opt/nepenthes/bin/nepenthes ——(FPHRF]
ter-nepenthes ——group=nepenthes
dHin 2783 2667 A B88:31 ttyl BB :88:88 grep nepen
drin@debian:™$
drin@debian: ™%
dmin@debian:™$ tail sopt/nepenthes/var/log/nepenthes. log
26022889 B8:28:87 info sc modulel] Loading signatures from file
es/signatures/shellcode-signatures. sc
26822809 A8:28:88 debug info fixmel Logfile var/log/nepenthes.
oW 181:183 (nepenthes:nepenthes)
26022889 BB:28:B8 crit mgrl Compiled without support for capab
run capabilities

26022889 BB:28:88 info mgr] Process groupid 183
26022889 B8:28:88 info mgr] Process userid 181
dmin@debian:™$ _
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<Tah> moves between items; <Spacer selects; <Enter: actiwvates buttons

David Watson (david@honeynet.org.uk)
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HonEeeBox Participation

1+ public IP addresses (more is better)

1+ networked x86 PC/server(s) to boot ISO or USB
key or space to host HonEeeBox sensor hardware

Be willing to submit basic attack data
(SRC IP, download URL, MD5, timestamp, binary, etc)

Be willing to share collected malware samples with all
participants and project sponsors

Submissions from existing Nepenthes sensors
Funding for additional sensor deployment

» Regional, CERT, industry, academic, etc
Sponsorship ;-)

David Watson (david@honeynet.org.uk) 14
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HonEeeBox Summary

Total Attacks: 56

Total Source IPs: 6 || | Total Target [Ps: 1 | |

Total MDSsums: 7 |1/

Attacks

2] Time Attacker [P Wictim IP MDSsum Download

1 20 Mar 2009 17:2237 E= 70.232.61.243 .1 1la2c0esl30850f8fdoboh 530941 3cdon ftp://70.232.61,243
2 20 Mar 200917:22:37 [ 1 64.236.114.1 sk 23991 96c859235c23f Flac2cSabll 92d ftp://1:1@88.204.18;
3 20 Mar 2009 17:22:37 [ 87.175.58. 187 .1 3875b5257d4d21d51lecl3247eedclcdb creceive:f/87.175.5
4 20 Mar 2008 17:22:37 @ 127, 255. 255. 255 .1 B8f4eBe31 fcdbf9635791ab009defelbs creceive://211.200,}
5 20 Mar 2009 17:2237 B8 87.17.73.69 .1 f5f55437982c893ae8b9ch8187d47256 creceive://87.17.73
[ 20 Mar 2009 17:22:37 [l 87.17.73.69 .1 11d31a4ebd7260193f fe8daSbb79156a creceive://87.17.73
7 20 Mar 2009 17:22237 s 118. 165. 49.147 o e8d4d8cdel5ef310305955c943cGdlc2 ftp://a:a@llg. 165, 4
g 20 Mar 2009 17:22.37 =5 70.232.61. 243 2 1a2c0e6130850f8fd9b9bh 530941 ScdOg ftp://70.232.61.243
9 20 Mar 2009 17:2237 [ 1 64.236.114.1 .1 £399196c959235c23f 71lac2cSabll92d ftp://1:1@88, 204,18
10 20 Mar 2009 17:22:37 = 87.175.58.187 .1 3875b6257d4d21d51lecl3247eedclcdh creceive://87.175.54
11 20 Mar 2009 17:22:37 % 127.255. 255. 255 .1 Sfdeg8e31fcdbf9535791ab00Sdefelbs creceive://211.200.:
12 20 Mar 200917:2237 [ 87.17.73.69 i X f5f55437982c893ae8b9ch8187d47356 creceive:/f/87.17.73
13 20 Mar 200917:2237 (@l 87.17.73.69 .1 11d3la4ebd7260193f fe8dadhb79156a creceive: //87,17.73
14 20 Mar 2008 17:22:37 = 118.165.49.147 .1 £8d4d8cdel5ef310305955c943cO0d1c2 ftp://=a:a@ll8.165. 4!
15 20 Mar 2008 17:22:37 == 70.232.61.243 .1 1a2c0e5130850f8fd9bSb530941 3cd00 ftp://70.232.61.243
16 20 Mar 200817:2237 [ 1 64.236.114.1 I £399196c959235c23f 71lac2cSabl192d ftp://1:1@88.204.18
17 20 Mar 2009 17:22.37 =1 87.175.58.187 .1 3875b6257d4d21d51ecl 3247eed4clcdh creceive://87.175,5
18 20 Mar 200917:22:37 @ 127.255.255.255 i | 8f4e8e31 fcdbf9635791abo0adefelbs creceive://211.200,]
19 20 Mar 2009 17:22:37 [ 87.17.73.69 .1 f5155437982c893ae8b9chB187d47256 creceive://87.17.73

Page[1 Jofa| b bl | | IP: MDS5: Rows 1 - 20 of 56

Attack Detail

ID: 2

Time: 1235824337

Sensor: 64.236.114.1

Download: fip/i1:1@88.204.183.126:7293/netlibrary. exe

Trigger: fipii1:1@88.204.183.126:7293/netlibrary. exe

MD5sum: 2399196c959235¢23f71ac2chab1192d

SHAS12: d41821a576642131e32645afc3d531 deasfid4alfartadlce71a7d49021c6906

File Type: PE32 executable for MS Windows (GUI) Intel 80386 32-bit

Attacker IP: 1089237505

Victim IP: 1089237505

Filename: netlibrary.exe

Country: FR

ISP: Yodafone FR

ASN: 5142

Google Map Earth

Canada

United

Stales?_a

México)

South
Pacific
Ocean

FONERED EY

Couogle

David Watson (david@honeynet.org.uk)
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Perd o )
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Graphs

PicViz Heatmap Cuttlefish
Suomi
Finland
iceland Sverige]
Swedan
ni
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Gamany ?'NDBIP:IB |
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%
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Spain) = Tiirkiye
Turkey
Irag:. fran '
Algeria -
Libya Egypth saudi
Arabia
Mauritania Mali ngef |
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Nigeria Ethiopia
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Botswana | Madagascar
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Ocean South
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HonEeeBox Summary

Total Source [Ps: 6 ‘ |

Total Attacks: 56 Total Target IPs: 1 11/l I.. Total MDSsums: 7 il
Attacks Google Map || G Earth || Sandbox || Anti-Virus || Graphs | PicYiz | Heatmap || Cuttlefish
D Time Attacker P Wictim [P MDSsum Download
1 20Mar200917:2237 == 70.232.61.243 64.236.114.1  1a2c0e6130B50fBfd9h0b5300413cd00  Ftp://70.232,61.243:5654/16745 up.exe File Sasser.B.exe.vir received on 02.16.2009 14:12:41 (CET)
2 0Mar200817:2237 [0 64.236.114.1 55 64.236.114.1  £399196c950235c23F Tlac2c5abllozd  ftp://1:1@68.204.163.196:7293/netlibrary exe Current status: finished
3 20Mer200917:2237 [E] 87.175.58.187 i 64.236.114.1  387506257d4dZ1dSlecl3pazeedclcdb  creceive://87.175,58,187:4652 Result: 38/39 (97.44%)
4 20Mar200817:2237 ® 127.255.255.255 SIS 64.236.114.1  8f4eBe31fcdbfo635791abo0odefelbs  creceive://211,200.220. 64:3647 g
5 20Mar200817:2237 [ 87.17.73.69 55 64.236.114.1  £5f55437982cB93aeBbOchB1BTA47256  creceive://87.17.73.69: 43074
& 20Mar200917:2237 [ 87.17.73.69 w1 11d31adebd7260193f fe8dadbbh79156a creceive://87.17.73.69: 59800 Antivirus Version  Last Update Result
7 20Mar200917:2237 | 118.165.49.147 .1 e8d4d8cdelSef310305955¢943c0d1c2 ftp://a a@l18.165.49.147: 26866/ igxdfdfds.com a-squared - Net-Worm.wWin22.sasser!IK
B 20Mar200917:2237 = 70.232.61.243 .1 laZc0ef130B50f8fdShohS309413cd00  ftp://70.232.61.243:5554/ 16745 up .exe ARnLab-v3 : Win32/Sasser worm.15872.8
9 20Mar200917:2237 [0 64.236,114.1 o £399196¢959235¢23f Tlac2c5abl192d ftp://1:1@88.204.183,126:7293/netlibrary exe Antivir Vaii/Eassaen
L4 {1 fadasll .
10 20Mar200917:2237 =] 87.175.58.187 .1 3875b6257d4d21d5lec13247eedclcdb  creceive://B7.175.58.,187: 4652 ,
-~ Authentium - W32/IRCBotX . BRM
11 20Mar 2009172237 @ 127.255.255.255 ko =l 8f4e8e31fcdbfa635791ab00odefelbS  creceive://211.200.220.64:3547
; Avast - Win32:5asser-N
12 20Mar 2009172237 B 87.17.73.69 .1 15f55437982c893aeBhOchB1B7d47256  creceive://B7.17.73.69: 43074 g
13 20Mer200817:2237 [ 87.17.73.69 .1 1131a4ebd7260193ffeBdaobb79156a  creceive://87.17.73.69: 59800 At 7 S
14 20Mar 200917:2237 | 118. 165. 49. 147 .1 eBd4dBcdel5ef310305055¢943c0d1c2  ftp://a:a@l1B.165, 49,147 2866/iaxdfdfds.con Bitdefender z Win32 worm sasser.B
15 20Mar200917:2237 = 70,232.61. 243 .1 1a2c0e6l130850f8fd9boh5309413cd00  ftp://70.232.61, 243:5554/16745 up.exe CAT-QuickHeal * W32.5as56r .8
16 20Mar200817:2237 [ 64.236.114.1 ol £399196c959235c23f 7T1ac2cSabl192d ftp://1:1@88.204,.183.126:7293/netlibrary exe Clamay - wWorm.sasser.B
17 20Mar200917:2237 [E 87.175.58.187 .1 3875b6257d4d21d51ec13247eedcledh  creceive://87.175,58,187: 4652 conodo = WOrnm.Win3z.sasser.B
18 20Mar 2008 17:2237  ® 127.255.255.255 .1 Bf4eBe31fcdbfo635791aboogdefelbs  creceive://211,200.220. 64:3647 Drweb ; Win32. HLLw. Jobaka
19 20 Mar 200817:2237 [ 87.17.73.69 .1 5f55437982cB93aeBbIchB167d47256  creceive://B7.17.73.69: 43074 o | W }
Page1 Jof3| b b | | 1Ip: MD5: Rows 1 - 20 of 56
Attack Detail — eTrust-vet - Win32/sasser.B
F-Prot - - W32/IRCBOLX . BRM
1D 3
F-Secure - 3 Het-worm: w32 A
Time: 1236003748
Fortinet 2 s w32/
Sensor. 64.236.114.1 3
Gbata - Win3z Worm,sasser.B
Download creceive:/f87.175.58.187:4652 ;
SRR Tkarus > Het-Worm.Winaz, sasser
: . T —
Trigger creceive:i87.175.58.187:4652 K7ANTLVATUS ; B et %
MD5sum: 387506257 4d21d51ect 3247eedct cdb Kaspersky . . e 55
SHAS12: 5e60dd302d73e64h2a4cTe3dVe22h684028a6d5a719c7869801 783562013 HcAfee - R W32/
File Type PE32 executable for MS Windows (GUI) Intel 80386 32-hit NcAfeetartemis - - W32/
Attacker [P: 1471101627 nicrosoft - worm:win3z/sasser.dan
Victim P! 1080237505 NOD32 - Win3z/sasser.B
Filename index.htm| NormEn i AEREEn
County. R nProtect - Win3z2 worm.Sasser.B
I5F: Centrica Internet
ASN: 3310

David Watson (david@honeynet.org.uk) 16



E H ONTETYNET PR OJETCT

HonEeeBox Summary

Total Attacks: 56 il .., Total Source 1Ps: 6 il i, Total Target 1Ps: 1 il ... Total MDSsums: 7 Il

Attacks Google Map || Googe Earth || Sandbox || Anti-Virus || Graphs || PicViz || Heatmap | Cuttlefish
D Time Aftacker IP Wictim IP MDSsum Download
1 20Mar 2009172237 E5 70,232, 61,243 23 64.236.114.1 1la2c0e6130850f 87 do9bob530941 3cd0g ftp://70.232, 61,243 w m
e anges
2 20 Mar 2009172237 [ 1 64.236.114.1 S5 64.236.114.1 £399196c959235c23f71ac2c5abl192d ftp://1:1@88.204.18 :
3 20 Mar 2009 17:22:37 87.175.58.187 S5 64.236.114.1 3875b6257d4d21d51ecl3247eedclcdh creceive://87 175.5! ° Technical Details
- 7.22: 2] ive://211.200. 5
4 20Mar 200917:22:37 @ 127.255. 255.255 J1E1 64.236.114.1 8f4eBe31fcdbfO635791ab005defelbS  creceive://211.200 Analysis Number 1
5 20Mar 20081722237 A 87.17.73.69 als 64.236.114.1 15f55437982c893ae8bOch Bl 87d47256 creceive://87.17.73 Parent ID ]
6  20Mar200917:22:37 (Bl 87.17.73.69 - 11d31adebd7260193f fe8dadhb79156a creceive://87,17.73 Process ID 1340
7 20Mar 200917:2237 == 118.165. 49.147 .1 e8d4dacdelSef310305955c943c0d1lc2 ftp://a:a@l18.165. 4! Filename H:EUTeAmo exe
g 20 Mar 200817:2237 =5 70.232.61.243 .1 1a2c0e6130850f 81 d9boh530941 3cdo0 ftp://70.232,61.243 Filesize 222720 hytes
g 20 Mar 200817.22:37 [ 1 64.236.114.1 .1 £399196c959235c 23f 71ac2c5abllo2d ftp://1:1@88. 204,18 MDS T9e2133fcchbb201b89a6680ar d269faf
10 20Mar 2008172237 [E 8§7.175.58.187 .1 3875b6257d4d21d51ecl13247eedcledh creceive://87 175.5i Start Reason AnalysisTarget
11 20Mar 200917:2237 @ 127.255.255.255 Gl .1 Bf4eBe31fcdbfo635791ab009defelbS  creceive://211.200. Termination Reason MormalTerminiation
12 20Mar 200917.2237 [EH 87.17.73.69 .1 f5f55437962cB93aeBhOchBlB7d47256  creceive://B7.17.73 Start Time 00:00.750
13 20Mar200917:2237 6l 87.17.73.69 .1 11d31adebd7250193ffeBdashh79156a  creceive://87.17.73 Aloplime At fad
Detecti Ok (ClamAV
14 20Mar 2009172237 1 118.165.49.147 .1 eBd4dBcdel5ef310305055c943¢c0dlc2  ftp://a:a@llB. 165.4! etection )
7 : feees com COM Create Instance: HIWINDOWS\system32lieframe dl, ProglD: (), Interface ID: ({0002 14E6-0(
15 20Mar 200917:22:37 55 70.232.61.243 sl 1la2c0ef]30850f8fdobob530941 3cdOn ftp://70.232.61.243 COM Create Instance: HAWINDOWS\system32\urimon dil, ProgiD: (), Interface ID: ({88608EEB-8C
2 i 5 Lri1e
16 20Mar 200917:22:37 [0 64.236.114.1 .1 £3991 96£959235c 23 71ac2c5ab1192d ftp://1:1@66.204.18 Loaded DLLS
17 20Mar 2009 17:22:37 87.175.58.187 .1 3875b6257d4d21d51ecl13247eedclcdb creceive://87.175.5i HAWINDOWS systemazintell i
18 20Mar 2009172237 @ 127.255.255.255 .1 8f4e8e31fcdbfo635791ab009defelbS  creceive: /211,200, HAWINDOWS\system32ikernel32.dl
HAWINDOWShsystem32ladvapi32 dl
19 20Mar 200917:22:37 [EH 87.17.73.69 .1 f5f55437982c893ae8b9chB187d47256 creceive://87.17.73 HAWINDOWS\system32IRPCRT4.dll
Page |1_‘ of3| b B o (-1 MD5: Rows 1 - 20 of 56 HAWINDOWS!system32\Secur32 dil
= = HAWINDOWS!eystem32\cometl32 dl
Attack Detail HAWINDOWS\system321GDIS2 di
HAWINDOWS\system32IUSER32 ol
ID: 15 HAWINDOWS!system32loleaut 32 dil
3 HAWINDOWShsystem32imsvert.dll
Time: 1235801100 HAWINDOWS\system32iole32.dl
HAWINDOWS\system32ishell32.dl
Sensor. 64.236.114.1 HAWINDOWS\system32ISHLWAFL.dl
= = DLL-Handling HAWINDOWS|system32iversion di
Download: fpi70.232.61.243:555411 6745_up.exe HAWINDOWS!system32/IMM32.DLL
HAWINDOWSIWinSxSix86_Microsoft Windows Common-Controls_6595b64 144ccf 1df_6.0.2601
Trigger. ftp:iianonymous hin@182.168.1.64.5554/16745_up.exe HAWINDOWS|system32pstorec di
HAWINDOWS\system32IATL DLL
MDSsum: 1a2c0ef130850fE8fd9b9h530941 3cd00 H:\EuTeAma DEU
H:\EuTeAmao DE
SHAAT2: Beled0dedhdaadiaehicifarbacalias 3cehf22e371049ddbeE165652d1c00b48 HAWINDOWS|system32\ustheme dl
HAWINDOWS!system32imsctfime ime
File Type: PE32 executable for MS Windows (GUI) Intel 80386 32-hit HAWINDOWS!system32imsctfime ime
HAWINDOWS!system32\WS2_32 DLL
Aftacker IP: 1189625331 HAWINDOWS\system32inetapi32.di
g HAWINDOWShsystem32\appHelp.dil
Victim IP 1089237505 HAWINDOWSisystem32\urimon.dil
. - HAWINDOWS 2y stem32lieframe dl
Filename: 16745_up.exe HAWINDOWS!system32IMSCTF dl
Country: us New Files
ISP: AOL
ASN 130

David Watson (david@honeynet.org.uk)
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HonEeeBox Summary

Total Attacks: 56 |11l Total Source 1Ps: 611 ], 1. Total Target 1Ps: 1 |1 ..\, Total MD5sums: 7 11|
Attacks oogle Map | Googe Earth || Sandbox || Anti-Virus || Graphs || PicViz || Heatmap || Cuttlefish
D Time Attacker P WVictim P MDSsum Download

1 20Mar 200917:22:37 70.232.61.243 i3 64.236.114.1  la2c0e613085078fdobohS309413cd00  ftp://70.232.61.243

2 20Mar200917:2237 [ 64.236.114.1 5 64.236.114.1 £399196c959235c23f T1ac2c5abl182d  fip://1.1@88 204,18

3 20Mar200917:2237 [ 87.175.58.187 S 64.236.114.1  3875b6257d4d21dSlecl3247eedcledb  creceive://87.175.50

4 20Mar200917:2237 @ 127.255.255.255 aia 64.236.114.1  Bf4eBe31fcdbfos35791ab008defelbS  creceive://211,200.!

5 20Mer200917:2237 B 87.17.73.60 HE 64.236.114.1  f5155437982c893ae8bIchB167d47256  creceive://87.17.73

6 20Mar 200917:2237 [ §7.17.73.69 o5 64.236.114.1 11d31adebd7260193ffeddaobb79156a  creceive://87.17.73

7 20Mar200917:2237 s 118.165.49.147 G5 64.236.114.1  B8d4dBcdel5ef310305955c943¢0dlc2  ftp://a:a@lls 165.4!

8 20Mar 200917:22:37 76.232.61.243 I3 64.236.114.1  la2c0e613085078fdohobS309413cdoa  fip://70.232.61.243

9 20Mar200917:2237 [ 64.236.114.1 .1 £399196c959235c23f71ac2c5abl192d  ftp://1:1@88 204,18

10 20Mar200917:2237 [E] 87.175.58.187  GiE 64.236.114.1  3875b6257d4d71dSlecl3247eedcledb  creceive://87.175.50

11 20Mar 200917:2237 @ 127.255.255.255 Gf5 64.236.114.1  BfdeBe3lfcdbfo535791ab000defelbS  creceive://211.200.
12 20Mar 200917:2237 B8 87.17.73.69 25 64.236.114.1 f5f55437982c893ae8h9chB1B7d47256  creceive://87.17.73

13 20Mar 200917:2237 Bl 87.17.73.69 25 64.236.124.1 11d31adehd7260193f fe8dashh79156a creceive://87.17.73

14 20Mar 200917:2237 s 118.165.49.147 5 64.236.114.1 £8d4d8cdel5ef310305955c943c0d1lc2  ftp://a:a@118, 165, 4t
15 20 Mar 2009 17:22:37

76.232.61.243  GlF 64.236.114.1 1a2c0e61308507E8fdoh9b530941 3cd00 ftp://70.232,61.243
16 20Mar 200917:2237 [ 1 64.236.114.1

17 20Mar 200917:2237 [E §7.175.58.187
18 20Mar 200917:2237 @ 127, 255,255,255

£399196c959235c23f71ac2c5ab1192d ftp://1:1@B8 204.18:

3875be257d4d21d51ecl 3247eedcledd  creceive://87.175, 5
64.236.114.1 8f4e8e31 fcdhf9635791ab00Sde felhs creceive://211.200, ]

19 20Mar 200917:2237 [ 87.17.73.69 o5 64.236.114,1  f5155437982c893ae8h9chB187d47256  creceive:/(87.17.73

Page[1 Jof3d| b b | 2 1p: MD5: Rows 1 - 20 of 56
Attack Detail =
D 16
Time 1235624337
Sensor. 64.236.114.1
Download: ftpal1:1@88.204.183.126:7283netlibrary.axe
Trigger. ftpali1:1@88.204.183.126:7283netlibrary exe
MD&sum: 2399196959235c23171ac2chah1192d
SHAS12: d418213576642131e32645afc3d531deasfGdda08a7 6ad0ce?1a7d49021c6906
File Type: PE32 executable for M3 Windows (GLI) Intel 80386 32-hit
Attacker IP. 1089237505
Victim [P 1089237505
Filename: netlibirary.exe
Country; FR
ISP Vodafone FR
ASN: 4142

David Watson (david@honeynet.org.uk) 18
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Reserved

DEC =~

DDN-RVN

GE

Level3

Unallocated

AppleMTT

DISADISA

Unallocated

DISA

rCable| -z

US Army

RFC1918

Unallocated|DSI-North

Unallocated

DISA

H ONEYNET

Multicast

P R OJETCT

Reserved

USPS

E;]:I [\~mkmu‘ ne. | Cap Debis CCS

DoD NIC

AT&TMerit

Halliburton

Unallocated

Unallocated

PST

APNIC

RIPEARIN

APNIC

LACNIC

resiscries | Unallocated

ARIN]afrinic

APNIC

ARINRIPE

Unallocated
5.0.0.0/8

Unalloc/ated

Interop

Eli Lily | AfriNIC

ne Unalloc/ated

US-DOD
APNIC
RIPE

ARIN

RIPE

RIPE|=r

ARIN

APNIC

Reserved

APNIC

RIPE

ARIN

ARIN

APNIC

Unallocated

RIPE

ARIN

Unallocated

Unallocated

Various Registries

LACNIC - e

Unallocated

LACNTC|LACNIC

Unallocated

Various Registries
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Unallocated

Unallocated
173.0.0.08

Various Registries

GDH Phase One:
Source IP Distribution

Host Density
Per /24

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Prefix Sizes

o




— T H E H ONEYNET P R OJETCT

APN1

202.0.0.0/7
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195.215-2
185,137 - 73
7-734 153,191
195,117 -96
194.8-1
1941251 145.254 -2 e 183.111- 40
% s 195.241 -1 Lot 195.122 - 851 2
192.122-2 148,235 -1
195.58-3

195.4 1 183.178-2
183.159 -1 193.85-2 195.205 -1
105218-143 0 o 193.8-810
183.248 -2 183,179 -2

185.5-1
“m ‘ -I|'94 mi‘.l. 1 193-??-2. 193:11-226 193.138-2
gaRy o .../

183/243 2

185.101 - 489

'4 =528

151.2- ségip'

193.153 -1 193.152 -2

’lvnss_;gf(lbiza] J
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lsala‘LLlparl
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183.18-1

1931227 -3

1985.245-1

185.144 - 732
185.2 - 219
194,187 -2

Eve alt 3133.17 km GYH
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2000 Classification - count - percent -
WORM/Allaple.Gen 14228 28.951063
1600 TRI/Crypt XPACK.Gen 9021 18.355B886
= TRICrypt.NSPM.Gen 5059 10.294028
g1 WORM Allaple.Damaged.Gen 2700 5.493946
i) ‘ WaAZVirutN.DR 2375 4832638
g S| WORM/Rbot.147456.27 1830 3.723675
WORM/Rbot.147456.27] 1774 3.609726
400
W32/Virut. Gen 1550 3.153932
. WORM/Rbot.50176.5 975 1.983925
9:00 0400 1300 o200 [ W3ZVirut W 975 1.983925
m2|23/24|25(26127(28129(30131(1 |2
MAY JUN RO (4328)
2008
US (14081)
1204
_ FR (3739)
2
ot a0
E
= DE (2684)
E|
T 60
& TW (2314)
30
JP [2231)
. CA (2036)
21 5 20 5 20 IL (1704) [0 mars]
MAY [JUN JUL KR (1670
) L0 2gs,
2008
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Timestamp Source IP Classification Geo ASN
21:34:13
TR/Crypt.XPACK.Gen
19:21:07 ‘
17:31:14
16:50:58 /,WORM/Rbot.50176.5]

y

WORM/Rbot.246784.17

14i61i%5
13:35:02
12:34:25
183 WORM/Rbot,147456.27
18:24:43 -
08:26:45 | A\
77.25.35.193
WORM/Rbot.147458,27] -
W32/Virut. W
3320
DE________._—-—-—'—'—'_'_'_'_—
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