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HonEeeBox Approach
 Build small, cheap, highly portable low 

interaction honeypots for distributed 
malware collection to a central location 

 Deploy widely and internationally (100+)
 Centralised sample submission (anon opt)
 'Outsource' malware binary analysis to 

Shadowserver, VirusTotal, etc
 Focus development on reporting and 

analysis UI, then data analysis
 Add p0f data, netflow, kippo, proxies, etc
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Asus Eee PC Box (B202)

 Intel Atom x86 CPU
 1.6 GHz HT
 1GB RAM
 160GB hard disk
 Standard PC I/O
 Hardware warranty
 Small, quiet, low 

power, easy to ship

(Raspberry Pi?)

 Minimal Debian 
Squeeze installation

 Dionaea + HPFeeds
 Image or repos
 Live CD / USB / VM
 We ship it, you boot 

it and set locale
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Deploying a HonEeeBox

HonEeeBox ISO URL

HonEeeBox Instructions URL

Burn ISO to USB and install in 5 minutes

Done this for you already on hardware here 
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Nepenthes → Dionaea

 C with glib
 LibEv events
 Embedded Python
 OpenSSL for TLS
 Udns (asynch)
 Curl and Libcfg
 SQL logging
 IPv6 support

 SMB/CIFS protocol 
emulation for 
(unknown) RPC calls

 Generic shellcode 
detection via LibEmu 

 Actions on shellcode 
profile (windows 
shell, file download) 
via LibEmu execution
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https://hpfeeds.honeycloud.net
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HonEeeBox Future

 Splunk dashboad enterprise license from Taiwan :-)

 Old prototype UI using ExtJS & MySQL backend

 Moving to Django/Python + HPFeeds from now

 Centralised repository of sensor data

 Improve collaborative development, data sharing 
and data analysis with the rest of the community

 Continuous data source for UI and data viz R&D

 Anonymized student data feeds for GSoC, etc 
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HonEeeBox Future

 30-40 sensors today, want 100+ by end Q1 2012

 Cover low data regions like China, Iran, Korea

 Aim to demonstrate 100+ low interaction distributed 
sensor nodes with zero day detection operating 24/7

 Giving out hardware or arranging to ship final 
sensors to members today

 Have budget to pay for hardware shipping / tax

 Will have given 135 HonEeeBoxes to members

 Understand this isn't pushing the boundaries!

 HonEeeBox a baseline foundation service for the 
Project, like gas, electricty or water utilitities
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HonEeeBox Participation
 1+ unfiltered public IP addresses (more is better)

 1+ networked x86 PC/server(s) to boot ISO or USB key 
or space to host HonEeeBox sensor hardware 

 Be willing to submit basic attack data 

(SRC IP, download URL, MD5, timestamp, binary)

 Be willing to share collected malware samples with all 
participants, Project members and partners / sponsors

 Accept submissions from existing Dionaea sensors 

 Funding for additional sensor deployment

 Regional, CERT, industry, academic, etc

 Always need sponsorship (buy more hardware, etc) ;-)
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Will HonEeeBox Succeed?
 Designed and built entire system (Live ISO)
 Sourced $40k hardware, paid for shipping/tax
 Developed next gen Dionaea honeypot
 Created HPFeeds data transport layer
 Signed packages for one command updates 

and rolling out new features like Kippo, proxy
 Trivial, free data access to all members
 Splunk dashboard next month, GUI after that
 Human/risk problem, not technical or logistics 



  
David Watson (david@honeynet.org.uk)‏ 30

EVERYONE:

We want each chapter to 
deploy at least one 
HonEeeBox sensor

Ideally one HonEeeBox 
sensor per country

Takes 5 minutes

Minimum effort/risk

Hardware now

GET INVOLVED TODAY!
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Getting Hardware Now
 We have 20 HonEeeBoxes here at Facebook
 We have another 14 in Taiwan to ship too
 Who wants one and will actually deploy it and 

contribute data immediately (in April)?
 Please don't take one if:

you have no public unfiltered IP addresses

you know you won't contribute data!

you already have one, unless there are spares

 Please do take one and help everyone else :-)



David Watson        david@honeynet.org.uk

Any Questions?

http://www.honeynet.org

HonEeeBox
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