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HonEeeBox Approach

= Build small, cheap, highly portable low
interaction honeypots for distributed
malware collection to a central location

* Deploy widely and internationally (100+)
* Centralised sample submission (anon opt)

= 'Qutsource' malware binary analysis to
Shadowserver, VirusTotal, etc

" Focus development on reporting and
analysis Ul, then data analysis

= Add pOf data, netflow, kKippo, proxies, etc

David Watson (david@honeynet.org.uk) 3
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Asus Eee PC Box (B202)

Intel Atom x86 CPU
1.6 GHz HT

1GB RAM

160GB hard disk
Standard PC |I/O
Hardware warranty

Small, quiet, low
power, easy to ship

(Raspberry Pi?)

H ONEYNET

P R OJETCT

Minimal Debian
Squeeze installation

Dionaea + HPFeeds
mage or repos
_Live CD/USB / VM

We ship it, you boot
it and set locale

David Watson (david@honeynet.org.uk) 4
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Deploying a HonEeeBox

HonEeeBox ISO URL

HonEeeBox Instructions URL

Burn ISO to USB and install in 5 minutes
Done this for you already on hardware here

David Watson (david@honeynet.org.uk) 5
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The Honeynet

REO T JESCT

shadowEEl e e

noot oLenn

LIUE EEE

Live 686 (failsafe)
Text Install

Text Expert

Text Rescue

Text Auto

David Watson (david@honeynet.org.uk)
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Checking file systems...fsck fraom util-linux-ng 2.17.2

dane.

Mounting local filesystems...done.

Activating swapfile swap...done.

Cleaning up tempaorary files....

Setting kernel variables ...done.

Setting up resalvconf.../etc/resolvconf/update.dslibc: Warning: setc/resolv.cant
iz not a symbolic link to Jetc/resolvcont/run/resaly.cont

dane.

Setting up networking....

Configuring netwark interfaces...done.

Cleaning up tempaorary files....

Setting console screen modes.

Skipping font and keymap setup thandled by caonsole-setup).

Setting up console font and keymap...done.

INIT: Entering runlevel: 2

Using makefile-style concurrent boot In runlevel 2.

Starting enhanced syslogd: rsyslogd.

Starting periodic command scheduler: craon.

Starting system message bus: dbus.

Starting OpenBSD Secure Shell server: sshd.

Debian GHNUsLinux 6.0 deblian ttyl

debian login: _

David Watson (david@honeynet.org.uk)
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Nepenthes — Dionaea

code.google.com/soc

C with glib = SMB/CIFS protocol
emulation for
(unknown) RPC calls

= Generic shellcode
detection via LIbEmu

= Actions on shellcode
Curl and Libcfg profile (windows
SQL logging shell, file download)
IPv6 support via LibEmu execution

LIbEV events
Embedded Python

OpenSSL for TLS
Udns (asynch)

David Watson (david@honeynet.org.uk)
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'’ Publish-subscribe generic data sharing

Glastopf source Binary sink Analysis source

Publish Dmksfk

Subscrib{binaries
Publj

analysis

HP Generic Datafeeds

Publish anac%s
subscrib& binaries

ribe attacks

Dionaea source | Subscyibe statistics Attackinfo sink
= Binary sink
Statistics sink
¥
Honeebox Webinterface David
Mark Schloesser, Lukas Rist HP Generic Live Datafeeds 50f11

David Watson (david@honeynet.org.uk)
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{1 hpfeeds.honeycloud.net/editak/bj3gn@hp @ -

hpfeeds HONEYNET PROJECT GENERIC DATAFEEDS

Home Users Channels Authkeys Settings Logged inas «david» Logout

Authkey bj3gn@hpl EDIT

Identifier: bj3gn@hpl
Secret:  ykqztript3snshga
Comment: My HonEeeBox Pub Key

The Authkey has access to the following channels:

Channel Access

dionaea.dcerpcrequests subscribe @ publish

dionaea.shellcodeprofiles subscribe M publish

mwhinary.dionaea.sensorunique subscribe publish

dionaea.capture subscribe ™ publish
| Update

https://hpfeeds.honeycloud.net

David Watson (david@honeynet.org.uk) 10
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pythonfeed.py --hosthpfeeds.honeycloud.net -p 10000 -c
dionaea.capture -i your-sub-authkey-identifier -s your-pub-
authkey-secret subscribe

pythonfeed.py --hosthpfeeds.honeycloud.net -p 10000 -c
dionaea.shellcodeprofiles -i your-sub-authkey-identifier -s
your-pub-authkey-secret subscribe

pythonfeed.py --hosthpfeeds.honeycloud.net -p 10000 -c
dionaea.dcerpcrequests -i your-sub-authkey-identifier -s your-
pub-authkey-secret subscribe

pythonfeed.py --hosthpfeeds.honeycloud.net -p 10000 -c
mwbinary.dionaea.sensorunique -i your-sub-authkey-identifier -
s your-pub-authkey-secret subscribe

David Watson (david@honeynet.org.uk) 11
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&) Example HonEeeBox Reporting Interface using Ext-15 - Mozilla Firefox

Ble Edit Vew Hstory Bookmarks Tools Help

=1a1x]

6Q - C a1 | ] | https:/honeeebox.netjdemo_schemay

- [ d- /
|£] Most Visited # Getting Started Latest Headlines
Attack Summary Panel
Total Attacks: 3409 (+36) Total Attacker IPs: 1202 (+28) Total Victim IPs: 167 (+17) Tl Total MD5Ssums: 566 (+22) Sensors: 10 (4) AV Undetected: 4015 / 28579 (14.0%)
Attack Browser « Google Maps Anti-virus Graphs || Picviz
D Time Attacker P Victim P MDSsum Download _ [ Wap | Satelite | Hybrid | Terain
3381 03 Oct 2009 TE.2Z8 = 20 208 £d2B8cSelc38cza35bftel387e8lETE4c 7
03 Oct 2008 = ss.z.233 161 c£3Edbizatades0 ez ZE24234bas35ss Bergen 5 v
03 Oct 201 7 == 71.1.81.9 152.188.1 2£a0e36b36332b74e6atae3T7adE64230 1 Uspsala .0
3334 03 0ct200917:30:3 ™ g0 130 62 145 W= 80 203 02b483d cd40c8ds | S
= = - L R Stockholm
3385 03 0ct2009 18:11:55 53 80.62.34.152 i= e0.zo3 58eb0fdadf82403c01320b1002ec386d  tftp://B0.62.34.192-63/55ms exe Stavarcer =
™ 50.14¢.33.359 ki 203 180beedchT50s
= Kedliansand
™ 20.131 240 234 W= 20.203 3228f8bcT731573422c2E85744476dbba ] ey
3388 03 Oct 2009 ™ 50.135.238.168 e 80.203 255dd10c429de5704124650034b7089
2289 02 Oct 2009 B2 so.ez.183.53 = a0.z203 001bc3302b4334772707 cd40aads .- ) g
fraiborg A
[ | = 80.203 1 | F 5
R . Edinburgh 5 b
L 203 e 14 Hebenhavn Hiaipeda
131.7:5942/runs . axe = aonderny I L SI258OW // Ddnmark |~ @ 5
ey Uniteg Cenmerigl
- -] el 1A Stpsk Gdansk
i 203 foabéc3dlTbza3330520se215423¢ .105.216/55ms . exe frot o8 4 o
] szalr ;
203 3228£8bC721572422c26352444 76dbbS  titp://80.131.333.337: 65/ ssms . exe S / A =g B
/ ambus i
b1 Manchester, Rol Geéngeno- | Bfeg"'e” { Szeggcing Bydgoszczn e
Lacssier & rionno ! 1 8 Y
51.110.30 Birmingham & Amsterdam Hannover. | Pozna.
h A i olska
i siethia G0 1
33856 04 Oct 2009 . 13.238 SENG 8.4 Den Haagh Nederlam crf & «Tﬂs " Uippied Poland \Narszawa
4 Oct 2009 ™ 20.130.35.115 S22 :a‘; o0 x U Bm; ;TDLrat i, ?LE'FZ‘D Wrociaarel | Lod2
= > Jal eutschland’ | ° Crestachowa
3400 04 Oct 20 B sz 134.25. . feghion, kot Belgiqus el @Dresden ol
R LileB s KDMJ‘ Gamanvf clepniz Whtten s
57y 2l Frankfurt =4 Reess
Mot Tesader b
44 b2 AR A Vo MDS: Row/s 2381 - 3400 o 3 Ve Havre 8 i o [ am Main y-Conke Ripubika’ 2N Kakow
- e o * ReimS | aderdiautemd | @Marhe @0tz
~| Attack Detail ! o Stuttgart °
i b3 B0 Siciensko..
. - o {ne kol
: 3384 % Stras! U e i L oWien -
S - = Qlimpe dhovise Minchen Budapest. etisce
Time: Sat Oct 03 2000 17:30:36 GMT+0100 (GMT Dayiight Time) b i {Osterreich s i
2wy 9 | a
Djort Suiss imsbrucic. | 9Crez Wagy ©
Sensor: 80.203.183.211 pich | SIVADIEIN Slow
- S 7 e
Download: tftp://80.130.64.149:60/ssms.exe % Sloveniiay 7agreb Sieged
A Milanc, e o
: : nage: o Belgrade o,
Trigger: 0.0.0.0/ssms.exe Bordpaaux s o e Hrvatska o & o .
- TorinG 1 yioriera Croady . B
MDSsum: 697f001bc3303b483d772707cd40c8d9 - Hw::“:l:‘:lnn 1oL
Toulouse Monipellier oy CHLIT A ioten
SHAS512: bf53a6773dc2ccal? c3855e6b9ee18b57781dcd9155632ab6 12933074 dd1ef5e ol - T frenze
= = . Bezes Marseille
File Type: PE32 executable for MS Windows (GUI) Intel 80386 32-bit Araoria B
eragnan
. . TR T
Attacker IP: 1350713493 aragoza Barcgions o
Victim IP: 1355528147
Fllaname: ssmS.exe Toitas | o
Portugal alencia i, ¢
DE o Espaa-, o Cagle
Wedras VI
o
Isp: DEUTSCHE TELEKOM AG Lisboa ]
: oba Murcia@
ASN: 3320 a Ssgll\a ]
Mélaga o Aige
Cadizg R eria e

ST, e cine e
Gougle |—|—|2mm il

Dane

David Watson (david@honeynet.org.uk)
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B|S)| Tor Disabled
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HonEeeBox Summary

Total Attacks: 56 il .., Total Source 1Ps: 6 il i, Total Target 1Ps: 1 il ... Total MDSsums: 7 Il

Attacks Google Map || Googe Earth || Sandbox || Anti-Virus || Graphs || PicViz || Heatmap | Cuttlefish
D Time Aftacker IP Wictim IP MDSsum Download
1 20Mar 2009172237 E5 70,232, 61,243 23 64.236.114.1 1la2c0e6130850f 87 do9bob530941 3cd0g ftp://70.232, 61,243 w m
e anges
2 20 Mar 2009172237 [ 1 64.236.114.1 S5 64.236.114.1 £399196c959235c23f71ac2c5abl192d ftp://1:1@88.204.18 :
3 20 Mar 2009 17:22:37 87.175.58.187 S5 64.236.114.1 3875b6257d4d21d51ecl3247eedclcdh creceive://87 175.5! ° Technical Details
- 7.22: 2] ive://211.200. 5
4 20Mar 200917:22:37 @ 127.255. 255.255 J1E1 64.236.114.1 8f4eBe31fcdbfO635791ab005defelbS  creceive://211.200 Analysis Number 1
5 20Mar 20081722237 A 87.17.73.69 als 64.236.114.1 15f55437982c893ae8bOch Bl 87d47256 creceive://87.17.73 Parent ID ]
6  20Mar200917:22:37 (Bl 87.17.73.69 - 11d31adebd7260193f fe8dadhb79156a creceive://87,17.73 Process ID 1340
7 20Mar 200917:2237 == 118.165. 49.147 .1 e8d4dacdelSef310305955c943c0d1lc2 ftp://a:a@l18.165. 4! Filename H:EUTeAmo exe
g 20 Mar 200817:2237 =5 70.232.61.243 .1 1a2c0e6130850f 81 d9boh530941 3cdo0 ftp://70.232,61.243 Filesize 222720 hytes
g 20 Mar 200817.22:37 [ 1 64.236.114.1 .1 £399196c959235c 23f 71ac2c5abllo2d ftp://1:1@88. 204,18 MDS T9e2133fcchbb201b89a6680ar d269faf
10 20Mar 2008172237 [E 8§7.175.58.187 .1 3875b6257d4d21d51ecl13247eedcledh creceive://87 175.5i Start Reason AnalysisTarget
11 20Mar 200917:2237 @ 127.255.255.255 Gl .1 Bf4eBe31fcdbfo635791ab009defelbS  creceive://211.200. Termination Reason MormalTerminiation
12 20Mar 200917.2237 [EH 87.17.73.69 .1 f5f55437962cB93aeBhOchBlB7d47256  creceive://B7.17.73 Start Time 00:00.750
13 20Mar200917:2237 6l 87.17.73.69 .1 11d31adebd7250193ffeBdashh79156a  creceive://87.17.73 Aloplime At fad
Detecti Ok (ClamAV
14 20Mar 2009172237 1 118.165.49.147 .1 eBd4dBcdel5ef310305055c943¢c0dlc2  ftp://a:a@llB. 165.4! etection )
7 : feees com COM Create Instance: HIWINDOWS\system32lieframe dl, ProglD: (), Interface ID: ({0002 14E6-0(
15 20Mar 200917:22:37 55 70.232.61.243 sl 1la2c0ef]30850f8fdobob530941 3cdOn ftp://70.232.61.243 COM Create Instance: HAWINDOWS\system32\urimon dil, ProgiD: (), Interface ID: ({88608EEB-8C
2 i 5 Lri1e
16 20Mar 200917:22:37 [0 64.236.114.1 .1 £3991 96£959235c 23 71ac2c5ab1192d ftp://1:1@66.204.18 Loaded DLLS
17 20Mar 2009 17:22:37 87.175.58.187 .1 3875b6257d4d21d51ecl13247eedclcdb creceive://87.175.5i HAWINDOWS systemazintell i
18 20Mar 2009172237 @ 127.255.255.255 .1 8f4e8e31fcdbfo635791ab009defelbS  creceive: /211,200, HAWINDOWS\system32ikernel32.dl
HAWINDOWShsystem32ladvapi32 dl
19 20Mar 200917:22:37 [EH 87.17.73.69 .1 f5f55437982c893ae8b9chB187d47256 creceive://87.17.73 HAWINDOWS\system32IRPCRT4.dll
Page |1_‘ of3| b B 2 | qp. Rows 1 - 20 of 56 HAWINDOWS!system32\Secur32 dil
= = HAWINDOWS!eystem32\cometl32 dl
Attack Detail HAWINDOWS\system321GDIS2 di
HAWINDOWS\system32IUSER32 ol
ID: 15 HAWINDOWS!system32loleaut 32 dil
3 HAWINDOWShsystem32imsvert.dll
Time: 1235801100 HAWINDOWS\system32iole32.dl
HAWINDOWS\system32ishell32.dl
Sensor. 64.236.114.1 HAWINDOWS\system32ISHLWAFL.dl
= = DLL-Handling HAWINDOWS|system32iversion di
Download: fpi70.232.61.243:555411 6745_up.exe HAWINDOWS!system32/IMM32.DLL
HAWINDOWSIWinSxSix86_Microsoft Windows Common-Controls_6595b64 144ccf 1df_6.0.2601
Trigger. ftp:iianonymous hin@182.168.1.64.5554/16745_up.exe HAWINDOWS|system32pstorec di
HAWINDOWS\system32IATL DLL
MDSsum: 1a2c0ef130850fE8fd9b9h530941 3cd00 H:\EuTeAma DEU
H:\EuTeAmao DE
SHAAT2: Beled0dedhdaadiaehicifarbacalias 3cehf22e371049ddbeE165652d1c00b48 HAWINDOWS|system32\ustheme dl
HAWINDOWS!system32imsctfime ime
File Type: PE32 executable for MS Windows (GUI) Intel 80386 32-hit HAWINDOWS!system32imsctfime ime
HAWINDOWS!system32\WS2_32 DLL
Aftacker IP: 1189625331 HAWINDOWS\system32inetapi32.di
g HAWINDOWShsystem32\appHelp.dil
Victim IP 1089237505 HAWINDOWSisystem32\urimon.dil
. - HAWINDOWS 2y stem32lieframe dl
Filename: 16745_up.exe HAWINDOWS!system32IMSCTF dl
Country: us New Files
ISP: AOL
ASN 130

David Watson (david@honeynet.org.uk)
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2000 Classification - count - percent -
WORM/Allaple.Gen 14228 28.951063
1600 TRI/Crypt XPACK.Gen 9021 18.355B886
= TRICrypt.NSPM.Gen 5059 10.294028
g1 WORM Allaple.Damaged.Gen 2700 5.493946
i) ‘ WaAZVirutN.DR 2375 4.832638
(=
g S| WORM/Rbot.147456.27 1830 3.723675
WORM/Rbot.147456.27] 1774 3.609726
400
W32/Virut. Gen 1550 3.153932
. WORM/Rbot.50176.5 975 1.983925
9:00 0400 1300 591100 WaAZMNVirut. W 975 1.983925
m2|23/24|25(26127(28129(30131(1 |2
MAY JUN RO (4328)
2008 US [14061)
pp-inm | 1
_ FR (3739)
2
ot a0
E
g DE (2684)
|
i B0
& TW (2314)
30 _
JP [2231)
. CA (2036)
21 5 20 5 20 IL (1704) [30 mars]
MAY [JUN JUL KR (1670
. 2
2008
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Summary

HonEeeBox

H ONEYNET

Attacks per sensor over time 18m ago
1,000,000 LS L
’100’000 ! 5
F] ! —1 7
] 10,000 -_1__ 8
£ 1,000 | = 1 7
< 100 "!:3_:0
10 — -2
August  February August | February |August —_—
2009 2010 2011 g
Date
View results
Top triggers over time 3m ago
1,000,000 NULL
100,000 — OTHER
2 generic ...ecoder
x 10,000 http://...awnysh
£ 1,000 /\/\/\—r\-\,_J — http://...6/afanc
P — http://...vnmew
100 — http://...{inkwh
10 — http://...zopyvbi
’ — hittp://...bficfidr
August February | August February | August — http://...mnnxur
2009 2010 2011 — http://...lehdvra
— tftp://...ms.exe
Date
View results
Top attacking IP addresses 18m ago
3699889313 | ——
1500673041 | —
§ 3648001114 |
ﬁ 1604232119 |——
@ 1127294546 | ——
s 1584440546 | —
& 1840883907 | ——
o 2088004963 — B count
= 2989606890 |—
778453539 | ——
OTHER | —
o i0 100 1,000 10,000 100,000
Attacks

Total attacks per sensor 18m ago
HB: 3 ¢ e
sensor_ipn * count 3 percent *
o 928869 70.841122
¥ 339083 25.965745
r B 7508 0573490
" 4832 0.369038
s 3702 0.282735
el 3538 0270210
- _» 3518 0.268683
R 2152 0.164356
¥ 2136 0.163134
- % 1524 0.116393
View results
18m ago

Top malware s.

amples by MD5sum

78c9042bbcefd...d40386da0fs

View results

Top malicious URLs 18m ago

http://2.../z0pyvbl
http://2...5/bfchdr
http://1.../awnysh
http://8...plohdvra
http://1...46/afgne
http://1...pvnmcw
http://1..46/hkwh
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URLs
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100 10,000 100,000

o
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1,000

Attacks
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Admin|

Schedule PDF delivery

Top attacking IP addresses over time
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Top malware by MDSsum over time
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Date

View results

Top filenames

ssms.exe
bficfidr
awnysb
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wdffp
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OTHER

Fllename
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1=}
a

10,000

o
[y
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1,000
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Edit:

100,000 1,000,000

18m ago

— 1127294946
1500673041
1584440546
1604232119
1840883907
2988004963
2989606890
3648001114
3600880313
778453539
NULL

— OTHER

18m ago

2cB442c...fe743el
= 2eBda5...fdd2ed4
—— 78c504...6da5f89
— B7136c...704fa4d
Bc0281...6f715e7
— Bc9367...7c586cF
S0Bf7f1...5dc9es
54e689...727497
NULL
— OTHER
= C38520...1747d9
= fb05783...7b4c40

3m ago

B count
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Administrator

splunk= 5

Summary  Search Ststus » Dashboards &Views +  Searches &Reports -
HonEseBox et | on [IE
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& 10000 = 204
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splunk Administrator | App ~ | Manager | Alerts | Jobs | Logout
Summary Search Status - Dashboards & Views ~  Searches & Reporis ~ @ Help | About
Search
source="/Users//david/cli/honeeebox.csv” M
" 2 156,064 matching events | 156,064 scanned events m H M M
Figld extracto: AutoHeader-1 is unusually slow (max single event time=1060ms, probes=1251 warmning max=1000ms)
Hide Zoom out Linear scale = 1 bar = 1 hour
3,000
2,000 2,000
1,000 u I | | 1,000
‘Wed Feb 1 Thu Feb 2 Fri Feb 3 Sat Feb 4
2012
Field discovery is: [ = 156,064 events over all time
Hide
[_ Options wprev 1 |_ 3 4 5 6 7 8 9 10 nexts 10 per page -
8 selected fields Edit
daddr G 2312 Fri Feb 3 23:28:32 2812, PUBLISH, dionaea.capture, llkaq@hpl, http://95.68.120.17@:1938/fpzctbb, 134.61.128.72, 95.68.120.170, 445, 4234,
datatime 11:28:32.000 PM  h@f52b3fbdcc5faz4dc27dazhl4a47d88df4651f8echbb37bd75e93569c32f78a32840bad874b01e4db6a266@fbI306355030efBdd6237718510dedBR46493ece,
acf4da3be762084070F 8138043144759
dport =134.81.128.72 ~ =Fri Feb 3 23:28:32 2012 ~ =445 ~ =acf4dadfe762084070f8 138243144758 ~ =85.68.120.170 ~
mds bOf52b3fb4ccSia24dc27dB2b14a4 7dBBdf46518echb63Tbd 75e93565c32{78a32840bal874b01 e4dbBa2660fb33a6355030ef8dd 623771851 0dedB0464 53ece ~ 4234 ~
=hitp/f95.66.120.170:1938/fpzctbh ~
saddr
eha512 g 2312 Fri Feb 3 23:28:32 2812, PUBLISH, dionaea.capture, llkagZhpl, http://189.38.181.121:1132/enkos, 134.61.128.75, 189.38.181.121, 445, 3552,
11:28:32.000 PM 8f2c7b918feB88f15b2b750e746d8d787edceb2e65c98ce7a0963601064b616083aedc36900b576F8309556634105830da37ecca71f03000231668a8bd2c7ec9d,
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AMMAP View | Actions =

Activity Map

The Activity Map shows the count of IPs by geo

tool by ammap.com
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HonEeeBox Future

= Splunk dashboad enterprise license from Taiwan :-)

= Old prototype Ul using ExtJS & MySQL backend
* Moving to Django/Python + HPFeeds from now
= Centralised repository of sensor data

= |mprove collaborative development, data sharing
and data analysis with the rest of the community

= Continuous data source for Ul and data viz R&D
* Anonymized student data feeds for GSoC, etc

David Watson (david@honeynet.org.uk) 20
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Attacks_3D_Map_SQLite_Time_MouseRotation
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HonEeeBox Future

= 30-40 sensors today, want 100+ by end Q1 2012
= Cover low data regions like China, Iran, Korea

= Aim to demonstrate 100+ low interaction distributed
sensor nodes with zero day detection operating 24/7

Giving out hardware or arranging to ship final
sensors to members today

Have budget to pay for hardware shipping / tax
Will have given 135 HonEeeBoxes to members
Understand this isn't pushing the boundaries!

HonEeeBox a baseline foundation service for the

Project, like gas, electricty or water utilitities
David Watson (david@honeynet.org.uk) 26
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HonEeeBox Participation

1+ unfiltered public IP addresses (more is better)

1+ networked x86 PC/server(s) to boot ISO or USB key
or space to host HonEeeBox sensor hardware

Be willing to submit basic attack data
(SRC IP, download URL, MD35, timestamp, binary)

Be willing to share collected malware samples with all
participants, Project members and partners / sponsors

Accept submissions from existing Dionaea sensors
Funding for additional sensor deployment

* Regional, CERT, industry, academic, etc
Always need sponsorship (buy more hardware, etc) ;-)

David Watson (david@honeynet.org.uk) 28
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Will HonEeeBox Succeed?

Designed and built entire system (Live 1SO)
Sourced $40k hardware, paid for shipping/tax
Developed next gen Dionaea honeypot
Created HPFeeds data transport layer

Signed packages for one command updates
and rolling out new features like Kippo, proxy

Trivial, free data access to all members

Splunk dashboard next month, GUI after that
Human/risk problem, not technical or logistics

David Watson (david@honeynet.org.uk) 29
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EVERYONE:

We want each chapter to
deploy at least one
HonEeeBox sensor

|ldeally one HonEeeBox
sensor per country

Takes 5 minutes
Minimum effort/risk
Hardware now

GET INVOLVED TODAY!

David Watson (david@honeynet.org.uk) 30
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©

Getting Hardware Now

= \We have 20 HonEeeBoxes here at Facebook
* We have another 14 in Taiwan to ship too

* \Who wants one and will actually deploy it and
contribute data immediately (in April)?

* Please don't take one if:
you have no public unfiltered IP addresses
you know you won't contribute datal!
you already have one, unless there are spares

* Please do take one and help everyone else :-)

David Watson (david@honeynet.org.uk) 31
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