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The Honeynet

ISRt Speaker @ =r=ccue=wes

= David Watson (UK

14 years managed services industry and consultancy
Solaris, IP Networking, Firewalls, PenTest background
Led the UK Honeynet Project since 2003

Honeynet Project Chief Research Officer / Director

Bootable systems, Honeystick, Honeysnap analysis tool,
co-authored “KYE: Phishing”, KYE reviewer / editor

GDH and HonEeeBox lead developer & project manager
GSoC org admin, Conficker Working Group
Shadowserver Foundation member

Director of UK open source consultancy Isotoma Ltd.
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Global Distributed Honeynets (GDH1)
(2006-2008)
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GDH: Top Level Statistics

3 month steady state data collection
period March — May 2007:

> 122 GBytes pcap data collected

> 730 million packets captured

> 73 million Argus network flows

> 301,200 unique source |P addresses
> 672,800 brute force SSH attacks

> 1680 unique malware samples

300 page GDH Phase One status report

David Watson (david@honeynet.org.uk)

GDH: Sample Data Summaries 2
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GDH: Nepenthes Malware Analysis

Nepenthes: Top 25 file types as
reported by Clam AV (log)
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(compromise of Linux honeypots in UK and

Blog Timeline for Incident 0001 (NZA/UKD)

David Watson (d

— T H E HONEYNET PROJECT —

GDH: Example Incident 2

Victims were a wide range of corporate and academic systems
(~600 other hosts joined C&C channel in same period)

Cross platform web application botnet
(Linux / FreeBSD / OpenBSD / Solaris / MacOS)

Bots used for UDP based DDoS attacks against Brazilian
targets (GDH honeypots silently log and drop outgoing attacks)

M M
F
f= j==t ==t }

Attackers also searching for Opteron and Xeon CPUs for brute
force cracking activity. Wide variety of hacking in IRC logs

Witnessed Botmaster ‘training’ and DDoS battles between rival
individuals or groups over period of five months
David Watson (david@honeynet.org.uk)
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Global Distributed Honeynets (GDH2)
(2008-2009)

David Watson (david@honeynet.org.uk) 9



— T H E H ONEYNET P R OJETCT

Motivation

GDHZ2 gives members a shared project
Tools available as open source

Data available only to participants
Continues honeynet R&D plus testing

BUT

Big, complex, development dependencies,
manual, time consuming, resource intensive

Significant funding to really be successful
On hold, but still want to find full time funding

David Watson (david@honeynet.org.uk) 10
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HonEeeBox v1:
Rapid Deployment of Many Distributed
Low Interaction Malware Collectors
(2009-2010)

David Watson (david@honeynet.org.uk) 11
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Motivation

Do something simple, then more funded GDH?2
Reduce amount of new development required
Minimise operational support and DA effort
Keep up momentum from annual workshop
Start project immediately (June 2009)

Quickly provide a live shared data feed

Involve as many members as possible

Kick start development of analysis tools that
will be useful when GDH2 does restart

David Watson (david@honeynet.org.uk)
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Proposed Approach

= Build small, cheap, highly portable low
interaction honeypots for distributed
malware collection to a central location

= Deploy widely and internationally (100+)
= Anonymous central sample submission

» 'Qutsource’ malware binary analysis to
Shadowserver, VirusTotal, etc

* Focus development on reporting and
analysis Ul, then data analysis

» Also add netflow and pOf data recording

David Watson (david@honeynet.org.uk) 13
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Embedded Nepenthes

» Spent a fair bit of time building embedded
Nepenthes sensors on many platforms

netstix 200xm-cf computer

http://www.ukhoneynet.org/category/howto

David Watson (david@honeynet.org.uk) 14
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Embedded Sensors Pros/Cons

3

v Consumer hardware » Cross compiling

v Cheap « Slow development
v Small ~ Endian-ness

v Quiet ~ Capacity

v Low power « Performance

v Reliable x Poor console / Ul
v Easy to ship « Upgrade re-flash

3

v Minimal footprint Making bricks!

David Watson (david@honeynet.org.uk) 15
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Asus Eee PC Box (B202)

Best of both worlds
Intel Atom x86 CPU

1.6 GHz HT = Still small, quiet, low
1GB RAM power, easy to ship
160GB hard disk * Normal Linux distros

Standard PC 1/O = Simple to reinstall
Hardware warranty "= Update from image
Comparable price " Upgrade from repos

David Watson (david@honeynet.org.uk)
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HonEeeBox

= Scripts to build a bootable ISO or USB disk
Image:
* Live CD sensor
* Live CD sensor with disk persistence
* Live USB sensor
* Live USB sensor with disk persistence
* Virtual appliance (including cloud nodes, AWS)
» Hard disk installation (ideally to Eee Box PC)
= SHDC card installation, no moving parts

David Watson (david@honeynet.org.uk) 17
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HonEeeBox v1

= Minimal Debian-Live system (Lenny 5.0)

= Custom Nepenthes .deb created from the
current Nepenthes release in svn

= DHCP plus automatic live CD login
» Patch and upgrade on the fly via apt

= Permanent installation prompts for locale,
network configuration, etc as normal

= HTTPS data submission to central server

David Watson (david@honeynet.org.uk) 18



T H E H ONEYNET P R OJETCT

BUE
en US UTF-8.

ieneration cunplete.

lome.

legin: Setting up automatic login done

I he H oneyn legin: Setting up console keyboard ... done.
3

legin: Configuring gnome-panel-data ... done.
. — ~ x legin: Configuring screensaver ... done.
'_;; @ i | ig @ a! legin: Preconfiguring “etc/modules ... done.
o legin: Preconfiguring networking ... done.
legin: Runnming /scripts/init-botton ... done.
INIT: version 2.86 booting

tarting the hotplug events dispatcher: udevdl 8.512584]1 udevd version 125 §
rted

shadowEEwE s

ynthesizing the initial hotplug events...done.

aiting for /dev to be fully populated...[ 8.8735121 Linux agpgart interface
B.183

8.876631]1 agpgart: Detected an Intel 448BX Chipset.

8.876786]1 agpgart: AGP aperture is 256M @ Bx@

8.8847151 pci_hotplug: PCI Hot Plug PCI Core version: B.5
bress F1 for help, or ENTER to boot: _ . 0.8849841 shpchp Standard Hot Plug PCI Controller Driver version: 8.4

dMIn@deblan: ¥ ps -el i grep nepen o nonmanmme P oMo Meddes TREY as /class/imput/inputl
A1 2612 1 0 88:28 7 99:08:88 opt/nepenthes/bin/nepenthes ——(FPHRF]
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dHin 2783 2667 A B88:31 ttyl BB :88:88 grep nepen
drin@debian:™$
drin@debian: ™%
dmin@debian:™$ tail sopt/nepenthes/var/log/nepenthes. log
26022889 B8:28:87 info sc modulel] Loading signatures from file
es/signatures/shellcode-signatures. sc
26822809 A8:28:88 debug info fixmel Logfile var/log/nepenthes.
oW 181:183 (nepenthes:nepenthes)
26022889 BB:28:B8 crit mgrl Compiled without support for capab
run capabilities

26022889 BB:28:88 info mgr] Process groupid 183
26022889 B8:28:88 info mgr] Process userid 181
dmin@debian:™$ _
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HonEeeBox Participation

1+ public static IP addresses (more is better)

1+ networked x86 PC/server(s) to boot ISO or USB
key or space to host HonEeeBox sensor hardware

Be willing to submit basic attack data
(SRC IP, download URL, MD5, timestamp, binary, etc)

Be willing to share collected malware samples with all
participants and project sponsors

Submissions from existing Nepenthes sensors
Tried to find sponsorship (NIC $40k, Symantec $10k)
Potential funding for additional sensor deployment

» Regional, CERT, industry, academic, etc

David Watson (david@honeynet.org.uk) 21
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Honeeebox --

About Honeeebox

To see the collection of prior postings to the list, visit the Honeeebox Archives. (The current archive is only available to the list members.)

Using Honeeebox

To post a message to all the list members, send email to honeeebox @ public honeynet.org.

You can subscribe to the list, or change your existing subscription, in the sections below.
Subscribing to Honeeebox

Subscribe to Honeeebox by filling out the following form. You will be sent email requesting confirmation, to prevent others from gratuitously subscrihin1
for approval by the list moderator. You will be notified of the moderator's decision by email. This is also a private list, which means that the list of memb

Your email address:

Your name (optional): david@honeynet.org.uk

You may enter a privacy password below. This provides only mild security, but should prevent others from messing with your subscription. Do not use a valuable password as it
will occasionally be emailed back to you in cleartext.

If you choose not to enter a password, one will be automatically generated for you, and it will be sent to you once you've confirmed your subscription. You can always request a
mail-back of your password when you edit your personal options. Once a month, your password will be emailed to you as a reminder.

Pick a password:

Reenter password to confirm;

Which language do you prefer to display your messages? English (USA)

https://public.honeynet.org/mailman/private/honeeebox/
David Watson (david@honeynet.org.uk) 22



H ONEYNET P R OJETCT

Good day for sensor deployments and attack data
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David Watson (david@honeynet.org.uk)
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% 1sotoma

r r r
‘ m Timeline Roadmap Browse Source r

Honeeebox Sensors

The goal of the sensor stream within the Honeeebox project is to build small, cheap, easily portable low interaction honeypots for distributed malware collectig
point Honeeebox uses Nepenthes to collect malware, with samples being submitted anonymously to a central server far offline analysis. The target hardware [

(= http://www.asus.com/products.aspx?modelmenu=1&mode|=2289&|1=248|2=165&I3=08&I4=0 - hence the dodgy project name!), but the software compor
compatible with Debian linux.

The Honeeebox sensor codebase is a set of scripts to build a bootable ISO or USB image using Debian Live. The resulting image can be used as:

* A live CD sensor

* A live CD sensor with persistence (via an additional USB or HDD)
s A live USB sensor

¢ A live USE sensor with persistence (to the USE device)
¢ A pre-built virtual appliance

+ A means to install the same disk image to a local hard disk and make it permanently bootable
+ A means to install the same disk image to a local media device (such as an SHDC card) and make it permanently, for solid state operation and people ng

The generated image is a minimal Debian Lenny Linux system, with a custom Nepenthes build (via a .deb created from the current release in svn) with automl
upgraded on the fly using aptitude/apt and can be permanently installed to local hard drives, prompting for locale, network configuration, etc details as per a

easily be changed from a command line menu by running sudoe ceni (or using vi).
Testing Pre-built Sensor Images
You can find instructions for downloading and testing a pre-build Honeeebox sensor image here:

* HoneeeboxSensorTesting

Building A Sensor Image

David Watson (david@honeynet.org.uk) 24
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Honeeebox-dev --

About Honeeebox-dev

To see the collection of prior postings to the list, visit the Honeeebox-dev Archives. (The current archive is only available to the list members.)

Using Honeeebox-deyv

To post a message to all the list members, send email to honeeebox-dev @ public honeynet.org.

You can subscribe to the list, or change your existing subscription, in the sections below.
Subscribing to Honeeebox-dev

Subscribe to Honeeebox-dev by filling out the following form. You will be sent email requesting confirmation, to prevent others from gratuitously subsc
held for approval by the list moderator. You will be notified of the moderator's decision by email. This is also a private list, which means that the list of m

Your email address:

Your name (optional): david@honeynet.org.uk

You may enter a privacy password below. This provides only mild security, but should prevent others from messing with your subscription. Do not use a valuable password as it
will occasionally be emailed back to you in cleartext.

If you choose not to enter a password, one will be automatically generated for you, and it will be sent to you once you've confirmed your subscription. You can always request a
mail-back of your password when you edit your personal options. Once a month, your password will be emailed to you as a reminder.

Pick a password: Pr—

Reenter password to confirm:

Which language do you prefer to display your messages? English (USA)

Would vou like to receive list mail batched in a daily dipest? ® No O Yes

https://public.honeynet.org/mailman/private/honeeebox-dev/
David Watson (david@honeynet.org.uk) 25
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Prototype HonEeeBox v1 Ul and
Basic Example Visualisations

David Watson (david@honeynet.org.uk) 26
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f':‘ HonEeeBox Temporary Home Page - Windows Internet Explorer - 0] x|

e ——— =
@‘ 4 Iﬁ_’ 1tips: /honeeebox.net j b Certificate Error || [ | | *+ | X ﬁ Google Pk

File Edit View Favorites Tools Help

1.p Favorites | 1= & | Free Hotmail & | Web Slice Gallery - :éi._:_:f::i: Sites -

»

B

@HDHEEEBDXT&mpDrary Home Page | ‘ ay il - (] @ ~ Page - Safety = Tools = gv

HonEeeBox Temporary Home Page

Welcome to what will soon be the front end web Ul for the HonEeeBox system. For now, be dazzled by it's temporary visual splendor! ;-)
Getting started:

s Operational Blog. Operational events and data analysis discussions will happen here, and vou can follow it as an secure ESS feed.

Basic Data Grid. A simple demo Extjs based data grid that presents live sensor submission data in a pagable, searchable grid.

Demo Ul #1. An example of what one possible HonEeeBox demo UT might look like, with some elements of functionality still only mocked up.

Basic Data Grid £2. A refactored clone of the monolithic Basic Data Grid #1 with some more features wired up (and perhaps a few new bugs too!).

¢ Demo UT#2. A refactored clone of the monolithic Demo Ul #1 with some more features wired up (and perhaps a few new bugs tool).

Participant mailing list, for discussing all things HonEeeBox and data analysis related.

HonEeeBox-Deplovment-QuickStart pdf. Quick start instructions for setting up vour HonEeeBox sensor.

HonEeeBox-Instructions pdf Detailed instructions for setting up vour HonEeeBox sensor.

If yvou require any further information of assistance, please contact mailtohoneeebox/@honeynet org

|D|:|ne I_ I_ I_ I_ I_ I_ |@ Internet

David Watson (david@honeynet.org.uk) 27
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ol
File Edit Wiew History Bookmarks Tools Help
@ - c B IP |_] 1| https: ffhoneeebox. net/demo_schema1/grid. html v I - gle y
[2] Most visited 4 Getting Started Latest Headlines
Simple HonEeeBox Schemal Data Grid 1=
Sensor Lastzeen Sensor Countzeen Attacker IP Aftacker CCS  Atftacker CCL Atftacker Region  Attacker City Attacker ISP Attacker Latitude
15 Sep 2009 23:51:14 708 [N s2.233.120.132 FR FRAMNCE PROVEMCE-ALPE MARTIGUES PROXAD / FREE ¢ 43.4000015255
15 Sep 2009 23:51:14 708 [N 52 233.179. 228 FR FRANCE ILE-DE-FRANCE PARIS PROXAD / FREE ¢ 48.8541984558
15 Sep 2009 23:51:14 7028 [H 52 .235.249.233 FR FRAMCE PROWEMCE-ALPE NICE PROXAD / FREE £ 43.7000007825
15 Sep 2009 23:51:14 708 [W 52 .236.249. 233 FR FRAMNCE PROVEMCE-ALPE NICE PROXAD / FREE £ 43.7000007825
15 Sep 2009 23:51:14 7028 [0 52 .255.241.198 FR FRANCE PROVEMCE-ALPE NICE PROXAD / FREE £ 43.7000007825
15 Sep 2009 23:51:14 708 Ed 200.231.59.3 BR BRAZIL - - COMITE GESTOR -Z2.859595996185
15 Sep 2009 23:51:.14 708 [N s2.226.133.77 FR FRAMNCE PROVEMCE-ALPE NICE PROXAD / FREE ¢ 43.7000007825
153 Sep 2009 23:51:14 708 [N s2.240.11.24 FR FRAMNCE PROVEMCE-ALPE NICE PROXAD / FREE ¢ 43.7000007625
15 Sep 2009 23:51:14 708 B 7p9.149.4.183 US UNITED STATES GEORGLA RANGER BELLSOUTH.NET 34.5383006582
15 Sep 2009 23:51:14 708 EE g7.159.61.682 us UNITED STATES ILLINCIS CHICAGO FDC SERVERS.NI 41.8550016785
15 Sep 2009 23:51:14 7028 [0 s2.239.75.102 FR FRAMNCE PROWEMCE-ALPE NICE PROXAD / FREE £ 43.7000007825
15 Sep 2009 23:51:14 708 B g9.162.79.197 US UNITED STATES CALIFORNLA RI&LTO ADELPHLA 341341018877
15 Sep 2009 23:51:14 708 M 52 212 46.114 ©DE GERMANY BADEN-WURTTEl REUTLINGEN KABEL BADEN-W 45.433001705
15 Sep 2009 23:51:.14 708 [N sz.239.127.108 FR FRAMNCE PROVEMCE-ALPE NICE PROXAD / FREE ¢ 43.7000007825
15 Sep 2009 23:51:14 708 [N s2.232.221.183 FR FRAMNCE PROVEMCE-ALPE NICE PROXAD / FREE ¢ 43.7000007625
15 Sep 2009 23:51:14 708 [ W 52 238 247 185 FR FRANCE PROWEMNCE-ALPE NICE PROXAD / FREE £ 437000007529
15 Sep 2009 23:51:14 7028 [H s2.66.123.2a3 FR FRAMCE ILE-DE-FRAMCE PARIS PROXAD / FREE ¢ 43.8541984558
15 Sep 2009 23:51:14 708 = 52.171.37.99 NL METHERLANDS NOORD-HOLLAN AMSTERDAM WoL 52.3455524741
15 Sep 2009 23:51:14 7028 = 52.128.255.141 Fl FINLAND QULUN LAAMNI QuLy OULU TELEPHOM 5§5.016998251
15 Sep 2009 23:51:14 708 L8 sgz.233.81.250 FR FRANCE ALSACE STRASBOURG  PROXAD/FREE ¢ 485830001831
Kl |
4 4 ) || Sensor CCS w|= FR T
4| | b
| Done honeeebox.net | |E_,I| Tor Disabled ¢

David Watson (david@honeynet.org.uk)
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& Example HonEeeBox Reporting Interface using Ext-15 - Mozilla Firefox

Fle Edit Vew

Attack Browser
Time

03 Oct 2009
03 Oct 2009

03 Oct 20

03 Oct 2009

03 Oct 2009
03 Oct 2009

04 Oct 2009
4 Oct 2008

04 Oct 20

" 4
- | Attack Detail

D:

Time:
Sensar:
Download:
Trigger:
MD5sum:
SHAS512:
File Type:
Attacker IP:

Victim IP:

Filename:

Dane

9 - c

|£] Most Visited # Getting Started

Total Attacks: 3409 (+36)

4 03 Oct 2008 17::

Hstory Bookmarks Tools Help

TR |

a1 | ] | https:/honeeebox.netjdemo_schemay

Latest Headlines

Attack Summary Panel

Total Attacker IPs: 1202 (+28)

Attacker IP

Victim IP

MDSsum

fdZScSelel8cealtbitel927e616754c

Total Victim IPs: 167 (+17) Il Total MDSsums: 566 (+22) Sensors- 10 (4)

Downioad

= =3.z 235181 E] c£3Edbizatades0 ez ZE24234bas35ss
57 B 7110819 152.168 2£a0e36b36332b74e6atae3T7adE64230

7:30:36 ™ 20 130 624.149 {2 80.2 0zb483d cd4003ds

18:11:58  E= 80.62.34.152 i= 80z 58eb0fdadfaad03c013a8bl08ZecIB6d  pftp://B0.62.34.192:63/55ms exe
™ 50.14¢.33.359 ki z 180beedchT50s
™ 20.131 240 234 = 202 3228f8bcT731573422c2E85744476dbba
™ 50.135.238.168 e 80.2 255dd10c429de5704124650034b7089
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] 85.106.120  il= s0.z2
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13.
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/0.0.0.0/ssms. exe
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PE32 executable for MS Windows (GUI) Intel 80386 32-bit

1350713493
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History Bookmarks Tools Help

- o1 | L] [htpsisinoneeebox.netidemo_schemat/ - [idl-
2] Most Visited P Getting Started . Latest Headlines
Attack Summary Panel

Total Attacks: 3409 (+36) Total Attacker [Ps: 1202 (+28) Total Victim IPs: 167 (+17) linl Total MDSsums: 566 (+2

Sensors: 10 (4) AV Undetected: 4015 / 28579 (14.0%)

Attack Browser « Google Maps

o Time

ttacker P Victim IP MDSsum Download

Map Satellite Hybrid Terrain
71.96.244.111  152.168.1.6 14205248ad23fe0ea5a180beedcbT508 £ftp://71.96.244.111:63/55ms exe b H”Bdn?"
= 71.124.134.21  152.188.1.6 123310e£803230526b4872282c068  sftp://71.134.134 31/san
] r

Sep 2009 00:00:53

Sep 2009 00:13:20

Sep 2008 00:2512

Canada

71.105.122.131 132.168.1.§ 0=36036382b74eEefa4372dE84230 .105.122.131/55ms . exe
12z.131

Sep 20 § 71.105. 19z.188. 2£20236036382b74252624372d654230 .105.122.131/ssms . exe

ARt Manitoba
Sep 20 71.188_64_55 152.168.1.6 14209245ad23Fe0eaS5a180beesebT50s

9 - - 2 2 1€ c EEbE British
Sep 201 1.41.238 102  152.1€3.1.8 8bidbbbicdldl Columbia Shakatchewan

Newr|
Sep 200 71.36.226.162 192.168.1.6 142032482d23fe0ea5al30beedchi50s and

Sep 200 71.105. 19z.188. §ded5c3223993255552£5d5315915des .105.183.45/5sms . exs

71.103

Caigan Ontario
o Québec

M Vingipes
=

Sep 200 152.168.1.% 207683726 £1105404

c35£750da5a2 105.73.2

Sep 200 5 71.11£.1.87 192 168.1.6 d£5123310e£603230826b4372332c08

i

11£.1.87

2 Sep 200 71.110.235.36 192.168.1.6 d£51e3310e£609e308a6b487a28ac0E

tit

.110.235.36

71.105.114.21 192.168.1.6 0236036382b74262624372dE64230 .105.114.2 Attacker [P- == 36 h Qucher New
- Minnesota Brunswick
71.57.206.3 152 168.1.6 d85db12d9c£7195da0elbie 97.206.3:63/55ms . exe Country: UNTTED STATES (US) e Mol Nova
Sep 2001 41_53_138 182 168.1.6 344476dbbE 41.99 133/ssm ASN- 19262 'J. ©. wisconsin i mains Scotid
AT 7 Michigan -
Sep 200 41.99.138 152.168.1.6 76dbbs .41.99.195:69/59ms . exe ISP: VERIZON INTERNET SERVICES INC Milwa Buftaifs) New Yo .
Latitude: 34.0359992981 €% " Verment
2500 22 Sep 200! 41.99.23 152, 142052482d23fe0ea5ala0beedchbT50s .41.99.23/ssms . exe atfude. 25022775~ L. n New, Hampshir}
i 7 2
2502 22 Sep 201 121172 28 132 165.1.6 bB30782372e51105d04550335750da5a2 121.172 28/ssms_exe Longitude: -117.016998291 Fhal Massachusetts

Rhode Island)

§7.188/ssms otorago .. -
3187 198/s5ms exe - M s D Nﬂnnecucm
. . / . “renciscoliEaliorni - .
v h

p 20 31.67.138 192 168.1.6 Eb33£3352di5dbl 3d3efT7135da0elbie

192.168.1.6 df51e3310eiE

& 23 Sep 2008 01

0%23082€b4872282c068

New Jersey,

2509 23 Sep 2009 01:49 19z. 833cdasbSbef5389deabdl 72.112.166:69/55ms . exe Delaware
e rizona Newr = slanta Maryland
h Phoen i N ississippi S
M 4 oM@ A Ace 18 Rows 6180 0f 3408 S Mo, [PesrMMeRco e Aidbama® - CArNEE O
| Attack Detail Erecnasafay TUssens . Texas Georgia
o Austing dacksanni
3363 lermosilo | oy i1 ah
o 3363 o hushus @ frionny
o Antonio) Ocean
Time: Fri Oct 02 2009 22:16:19 GMT+0100 (GMT Daylight Time) o Florida
Monterrey REIGEE Gulf of ey
Sensor: - blecoica Mexico
s Matamoros
Y - { =iz D‘da?a'\a'ﬂ Wéxico
Download: .31.67.198/ssms.exe 4 del
‘ Aguascalientes@ | os Aldama Cuba
Trigger: 98/ssms.exe @ porelia
Suadalajara MG Dominican
MDSsum: bb39f26fad85db12dacf7195da0a1bfe Colima dad’ O ecia® cputtiel Wpyerto
México ‘e Zaragoza Rort-au-Prince. Rico)
SHAS12: 55d2096e39e4cf2fc19afcedc2elbechf31da602e7 22672 0aBad23803bc2ch e ¢
Ghe  custemala
File Type: PE32 exacutable for MS Windows (GUT) Intel 80386 32-bit North Pacific ol Litondures,
. Ocedn Nicaragua.
Attacker IP: o
Managa o MErEHDe  Garaces
Victim IP: 3232235782 Chew Erl e
Panais
Filename: Ssms.exe et Venezuela
.
Country: us ulud | @Bagotd
. s  Colombia
ISP: ALLTEL - ST. MARYS i
Roral
ASN: 7029 i
3
Ecuador
FOVERED B 500 mi n M
Gouale |—|—| umbesg Fies
«'8 1000 km Map data 82008 LeadDog Consulting, T@Q,QHS_SM}EG\ Europa Technohigies - Erme of4)
Done
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Fle Edit View History Bookmarks Tools Help

@ 5 C i | [ httos: neneesbox.netjdema_schemasy

|2 Most Visited 4 Getting Started | Latest Headlines

Attack Summary Panel

Total Attacks: 3409 (+36) Total Attacker IPs: 1202 (+28) - Total Victim IPs: 167 (+17) linl Total MD3sums: 566 (+22) Sensors: 10 (4) AV Undetected: 4015 / 28579 (14.0%)

Attack Browser «| | GoogleMaps | Google Earth Sandbox || Graphs Heatmap || Cuttiefish
D | Time Attacker IP Victim IP WDSsum Download

3361 02 0ct200922:06:17 (=] 84.109.190.125 £92263d7ea57ab777237d496023 creceive://84.109.190.125:29628

3362 02 Oct2009 22:08:01 ] 84.109.150.125 z8a182dzde7az28 creceive://84.105.190.125:37501

02 Oct 2009 22:16:19

02 0ct200923:06:47 &= 80.165.178_241

71.31.67.198

Eb39£;

£2d85dbl2d9c£7135dalelbs tEtp://71.31.67.198/ssms.exe

142092482d23fe0ez52180beedchT 0188

241/ssms .exe

03 Oct 2009 08:36:03 28.134.2%.350 £23d925872e£038E37677

£tp://1:1G88.134.29_350:238341/chosts. exe

03 Oct 2009 09:54:46 71.115.111_43 e2£3d0463ebibibT0dief4dedToETfad tEtp://71.115 111 .43:69/55ms _exe

03 Oct 2009 10:03:45 88.134.29.250 £23d32572e£038837677

195,101 49
685112%4 ftp://1:1688.134.25_250:11515/chosts_exe

03 Oct 2009 10:13:53 80.171.109.13 d36e6d1635a610bbd5804557d36167b3 Tftp://80.171.105.19/ssn

.exe

£23d3257222095637677655562511254 £tp://1:1688.134.25.250:11515/chosts.exe

]

]
030ct200910:2025 ™ ge.134.29.250
3370 03 0ct200910:3316 [

3371 03 Oct 2008 11:26:3

80.171.109.13 i= eo d36e6d1695a610bbd580d5£7d96167b3 t£tp://80.171.109.19/5sms . exe

3 80.5.30.87 = 80,

59233900655a2280deZ28d5ac9E84cd //80.5.30.87:63

3372 03 0ct2009 11:27:53 &3 80.161.855.235 Ted40cads
3372 030ct2009 11:5804 @ 202.183.52.12 01328b1882ecs2Ed s . exe
3374 030ct200812:0220 ™M g3 _70 201 129 f28b238d24cddlBE6fcce frp-//88.70.201.1258:-30978/mobile_exe
3375 030ct200912:5022 ™ 53 134 23 250 685112£4 frp-//1-1@88.134.29.250:11515/chosts_exe

030ct200913:3201 [ gg_134.144.39 a7e25d717ac8cé26eddbl44ebddecasdd £rtp://1:1888.134.144.39:21125/mocbile.exe

030ct200013:35:53 [ 2daf2046£322315b255ddebelflacz 44 frp://1:1@88.71 :24880/1lhost.exe
3378 03 0ct200913:50.01 [ 2d=f304623e2315bE55ddebelilac4d  Stp://1:188.71.226.226:24880/1host. exe 193.152-2
3378 030ct200812:55:28 [ 30.145.202.131 f= =0, 14a09a48adZ3feleabaldlbeedch750a LEtp://80.145.202.131/33ms . exe

L]

3380 03 Oct 2008 14:20:33 88.70.201.129

EERYS ftp://88 201.133:3037 bile. exe

1 4 P M2 AR A-CC VIR v-ee: MDS5: Rows 3361 - 3380 0f 3
| Attack Detail

Y
%@

Hatyllfecn

m: 3363 P AN N neeasi
Time: Fri Oct 02 2009 22:16:19 GMT=+0100 (GMT Daylight Time) NP ;
Sensor:
Download: tftp://71.31.67.198/ssms.exe
Trigger: tftp://71.31.67.198/ssms.exe % & v
Mindaluc s e Fod
MDSsum: bb39f20fad85db12d9cf7195dalelbfe e = -
azairgy(Algiers),
SHAS12: 55d2096e3%e4cf2fcl9afce3c2elbechf31dab02e7 c2267af038ad23803bc2ch . . h
File Type: PE32 executable for MS Windows (GUI} Intel 80386 32-bit
Attacker IP: 1193231302
Victim IP:
Filename: 55mMS.axe
Country: us
ISP: ALLTEL - 5T. MARYS
ASN: 7029
Done
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2000 Classification - count - percent -
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Attacks_3D_Map_SQLite_Time_MouseRotation
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(o i) Attacks_2D_Map SQLite_Time_Polished
ATTACKS AGAINST NEPENTHES SENSORS HouRr:
ATTACKS:

192.168.0.1

192.168.0.1

o
R

The Hone&ne; @ .
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TexturedSphere
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Timestamp Source IP Classification Geo a
21:34:13
TR/Crypt.XPACK.Gen
19:21:07 ‘
17:31:14
16:50:58 /WORM!Rbot.SOl?G.S]

WORM/Rbot.246784.17

14i61i35

e

16:34:63

WORM/Rbot.147456.27

08:26:45 = XPACK.Gen]

77.25.35.193

WORM/Rbot.1474586,27]

W32/ Virut.W
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HonEeeBox v1 Goals

Ship 100 sensors to members by April 2010
Get budget to pay for hardware shipping

Build prototype Ul using ExtJS & backend

Find more people to contribute to development

Sensors in regions like China, Iran, Korea, etc to
potentially interest funders

100+ nodes with zero day detection to demo a
distributed sensor network and attract funding

Decide if HonEeeBox and data will be an internal
resource / community resource / open sourced / etc

David Watson (david@honeynet.org.uk) 46
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HonEeeBox Successes \./ "

Bought 145 sensors using $40k NIC funding July 2009
$10k from Symantec to pay for hardware shipping
Built Prototype Ul using ExtJS & backend

Ran operational blog and gradually added sensors
Got a few people involved in Ul development

Current stats (past 24 hours):

Sensors: 39 (10) (~90 Lance / Julia)
Total Attacks: 35230 (+74)

Total Attacker IPs: 12545 (+25)

Total Victim IPs: 212 (+15)

Total MD5sums: 2326 (+22)

David Watson (david@honeynet.org.uk) 47
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HonEeeBox Failures
Struggled with sensor shipping & logistics (50/145)

Lack of active developers and sys-admins:
* David = GSoC 2009/2010 Feb-Oct & travel/classes
» Lance and Arthur = babies & new jobs
= Steve, Jamie, Sebastien and Rob = New jobs

Although sensors still operational, Ul is a prototype
Nepenthes rather than Dionaea, 'boring' samples
Svn/Trac password protected, code not released
Collected data only available to other participants
External member perception of project was limited

David Watson (david@honeynet.org.uk) 48
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Process for setting up new HonEeeBox participants and nodes
L. {Lamoe) Confinm participant has ane or more unfibered public static [P addresses on a nebhiock that we don't curnendly hawe & HonEecBoy serdar running on and 15 willing to participate in the HonEceBax project, including sharing o
2. {Larece) Obtain shipping address from participant
3. (Larece) Ship one O MORE SENS0rS plus pre-whitten USE koy and setup irstractions to participat 3t requested shipping address, necording the shipping address, shipping date, shipment tracking [D and shipping cost in the Honeeoho
4, (Larce) Email paricicant with their shigment tracking 10, In this emall indude the weloome email which includes  Fink o the clectronic version of the setup guides and tels the participant what data we need from them to comgde
5. (Lance) Confirn when periicipant receives shipped sensor(s) and recond the received date in Bhe HonsoeboxSensarDepoyment.
fi, {Larece or Dawld) Participant replics 10 welcome email with sensor setup information ance thiy have depboyed it. Recond all deployment defails in HoneeehosSensorDiepoyment.
7. (Davd) Add sensor's static publc 1P address{es) to iptables rule on honesebos net

auce vi Jfetcsipkables.cond

# “HOOE ID0r Cavid Watmecn <0RTE focaet Q0001010
-& Al-Firewall-1-THFMIT -a <GESSCA IPe -= mtaza --atatn HWEW -= tep -p tep --dporct Q843 - ACCERT

suce ipkenlma-rawbare o Sfabs/iptablos.oo=t
Record sendor [P addness and deployment date details in Honeseboy SensarDepoyment
A, (David) Create user's Apache sooount with 3 sane strong password
auco hbpesawd Sebc/spachel/hipaamwd Zoremacs.sucnass
Record pancipant useranme In HoneeebomcSensorDepoymient.
4, (David) Test web acoess at r« Fibns:fhonceebm. net a5 participant's new USEr 20Count

1. (Dawvid) &dd operational blog post for new participant, if neoossany, setting biog post dabe to Wipasswd change date and category bo "Participation”

nness Suznasa)

|“ERATIL ADORESSe).

1. {David] Add operational blog post for scnsor deployment, setting biog post dabe to iptables rule chamge date and cabegory bo "Sengor Dephoyment”

EonZnabox Ssnaos Added [<H
r SKOOE 1D heated oy For

b
fet=p ]

Booy: |

E I}
ine=e Surnmea an City, Coun

£ IF addroms.

y. DELICAOICE/ETC connection with 1 publl
1, {Davwid]) Update HonEee3oy blog st of participants and sereors (m hEbss:) noneeenos nety Biog Ppage_id=H]
1. {Dawid] &dd the pardcpant b tee HonBee8m: malling kst [ hips:fpublic haneynes. orgmallmany skndohHon cesm |
1. {David] Email participant {using GPG 10 tell them their usemame/passwend, that their node & now lie and remind them of the HonEeeBos W1 URL {r= mtto:/moneseben. net) and operational Bog (= ket /imoneeebe. nety'Blag).
In fubune we'l be confirming receipt of 3 signed data sharing agreement a5 step 0.

Do 'we need bo oreate a blog acoount for cach user too?
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HonEeeBox Lessons Learned

H"’Uf
Shipping and logistics have to be streamlined

Must be simple to add sensors to the backend
Needs core team of dev and ops always available
David can't be the bottleneck during GSoC 2011
Most people happy to share low interaction data

Need to balance data sharing and privacy concerns
with wider access to membership & better member
communication (all full members see data?)

Lots of security community partners keen to host
sensors for us, can definitely build large sensornet

Presentations always gets in/external interest

David Watson (david@honeynet.org.uk) 50
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HonEeeBox Lessons Learned

- y
. i ._.-'r
\ 4

Support DHCP (implications for sensor ID vs
source IP, need for stronger auth not firewalling)

Update packages from our own package repository
Postgresql has native IP data sources, not MySQL
Move from ExtJS + PHP to Django/python

Event based, non-blocking wherever possible
Members seemed ok with remote SSH admin

Can't easily use VPN tunnel mode with Dionaea on
ADSL (so still local sensors not SurfIDS model)

GSoC student access to data is difficult:
Give them anonymised sets of reference data?

David Watson (david@honeynet.org.uk) 51
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The Honeynet
LIS NI S ¥ ©

>

HonEeeBox v2:
Rapid Deployment of Many Distributed
Low Interaction Malware Collectors
(and this time suceeding!)

David Watson (david@honeynet.org.uk) 52
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(2aa%

code.google.com/soc

= C with glib = SMBJ/CIFS protocol
emulation for
(unknown) RPC calls

= Generic shellcode
* OpenSSL for TLS detection via LibEmu

" Udns (asynch) = Actions on shellcode
= Curl and Libcfg profile (windows shell,
= SQL logging file download) via

» |Pv6 support LibEmu execution

= | IbEV events
= Emdedded Python

David Watson (david@honeynet.org.uk) 53
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connection 610 smbd tep accept 10.69.53.52:445 <= 10.65.34.231:2010
deerpe request: uuld '3919286a-b10c-11d0-9baB-00c04fd92ef5" opnum 9

n0f: genre: 'Windows' detail:'XP 8P1+, 2000 SP3" uptime:'-1' tos:'' dist:'Il' nat:'0' fw
profile: [{'return': '0x7c802367', 'args': ['', 'CreateProcessh'], 'call't 'GetProcAddr:
ooy {'return’s 0, 'args': ['0'], 'call': 'ExitThread'})
service: bindshell://1957
connection 611 remoteshell tep listen 10.69.53.52:1957
connection 612 remoteshell tep accept 10.69.53.52:1957 <= 10.65.34.231:2135

p0f: genre:'Windows' detail:'XP SP1+, 2000 SP3" uptime:'-1' tos:'' dist:'ll' nat:'0
offer: fxp://1:1810.65.34.231:8218/53ms . exe

download: 1d419d615dbe5a23fbbaas69b3029a2d fxps//1:1810.65.34,231:8218/88ms.exe
connection 613 ftpetrl tep connect 10.69.53.52:37065 =» 10.65,34.231/Nona: 8218

connection 614 ftpdata tep listen 10.69.53.52:62087

connection 615 ftpdata tep accept 10.69.53.52:62087 <= 10.65.34,231:2308
nlf: genre: 'Windows' detail:'XP 8P1+, 2000 SP3" upbime:'-1" tos:'' dist:'ll' |

David Watson (david@honeynet.org.uk) 54
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HonEeeBox v2 in 2011

= Scripts to build a bootable ISO or USB disk
Image:
* Live CD sensor
* Live CD sensor with disk persistence
* Live USB sensor
* Live USB sensor with disk persistence
* Virtual appliance (including cloud nodes, AWS)
» Hard disk installation (ideally to Eee Box PC)
= SHDC card installation, no moving parts

David Watson (david@honeynet.org.uk) 95
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HonEeeBox v2 in 2011

= Minimal Debian-Live system (Lenny 5.0)

* Dionaea .deb created from the current
Dionaea release in git

» DHCP plus automatic live CD login
= Patch and upgrade on the fly via apt

* Permanent installation prompts for locale,
network configuration, etc as normal

= HTTPS data submission to central server
(backwardly compatible with HonEeeBox v1)

David Watson (david@honeynet.org.uk) 56
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egin: setting up locales ...
en_US.UTF-8... done
ieneration complete.
lome.
legin: Setting up automatic login ... done.
I he H one n legin: Setting up console keyboard ... done.
legin: Configuring gnome-panel-data ... done.
) legin: Configuring screensaver ... done.
9 Q : 0 9 E : legin: Preconfiguring “etc/modules ... done.
' ' e e -- : e legin: Preconfiguring networking ... done.
legin: Runnming /scripts/init-botton ... done.
INIT: version 2.86 booting

tarting the hotplug events dispatcher: udevdl 8.512584]1 udevd version 125 §
rted

shsdowEEREs

ynthesizing the initial hotplug events...done.
aiting for /dev to be fully populated...[ 8.8735121 Linux agpgart interface

.8766311 agpgart: Detected an Intel 44BBX Chip=set.
.8767861 agpgart: AGP aperture is 256H @ Bx@
. .8847151 pci_hotplug: PCI Hot Plug PCI Core version: B.5
ress F1 for help, or ENTER to boot: _ . .8849841 shpchp: Standard Hot Plug PCI Cowntroller Driver wersiom: 8.4
# PIULULUL  SAUU EpRAppPEDr NLYyMIIIuru 9242587 input: Power Button (FF) as /class/input/inputl
) .9561871 ACPI: Power Button (FF) [PURF]
onfig
ermulation
limits
files = "3V
filesize = "524288"
zockets = 3"
sustain = "1iZa"
idle = 38"
listen = 38"
cpu = "1zZ@8"
steps = "1873741824"
api
connect
ho=st "127.8.8.1"
port "4444"

allow
# protocol # type accept
# protocol ftpctrl # type connect

# protocol ftpdata ftpdatacon xmppclient # type

> mowes between items; <Spacer selects; <Enter: activates buttons

David Watson (david@honeynet.org.uk)




— T H E H ONEYNET P R OJETCT

2948 [kstriped]
3869 dhclient3 -pf svar/runsdhclient.
3227 susr/sbin/rsyslogd -c3
3247 susr/binsdbus-daemon --system
3262 /usr/sbin/sshd
3262 susr/shin/cron
3299 /bin/login -f
3381 /bin/login -f
3383 /bin/login -f
3385 ~bash
3386 ~bash
3387 sbinslogin -f
3389 /bin/login -f
3313 ~bash
3316 sbinslogin -f
3327 runsvdir -P setc/service log: ..
3328 ~bash
3338 ~bash
3331 runsy dionaea
3332 sopt/dionaeasbin/dionaea -1
3333 -bash
3353 susr/sbinspBf -i any -u root
3364 sopt/dionaeasbins/dionaea -1
3376 ps -ef
adMmin@debian:™¥

e el el e e el el el

L
o
=
[T

e e . e P . ~w e . ~w e Y . ~w e e .~ . w [ . .~ .~ . n [ . [ .
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HonEeeBox v2 in 2011

= Updated disk image / ISOs ready for testing
= Will upgrade existing sensor nodes Q2 2011
= Aim to deploy remaining ~90 sensors Q2-Q3

= Core dev team: David, Arthur, Mark, Rob,
Sebastien, You? (need hands on python)

= This week:

Plan submit_http — submit_ XMPP / hpfeed
Plan new schema (consider Carniwwwhore)
Plan and kickstart core development
Brainstorm and plan Ul plus visualizations

David Watson (david@honeynet.org.uk) 59
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Project 2 - HomEeeBox Data Management Interface

Primary Mentor: David Watson (UK)

Backup mentor: Ben Reardon (AU}, Arthur Clune (UK}

Type: Mew Development or Evolution of Existing Tool

Skill set required: Data driven web development skills, preferably Python/Django/Postgressqgl/Javascript/Ext]5S but open to suitable
alternative approaches

Praoject Goal: Implementation of a rich new web-based UI for exploration of malware data collected by a distributed network of
international low interaction server honeypots

Praject Description:

Honeynet Project members have developed a number of leading open source low interaction honeypot solutions that are used to
automatically record data about network based malware attacks, such as Nepenthes, HoneyTrap and Dionaea (developed during
GSoC 2009/2010). We have a number of active international sensor deployments to collect malware globally and are in the process
of rolling out a larger low interaction sensor network called HonEeeBox, which was initially based on Mepenthes in 2009/20010 but
is about to be upgraded to Dionaesa in Q2 2011.

The goal of this project would be to implement a rich web based user interface and management reporting tool to allow analysts to
easily explore large amounts of network attack and malware data. Typical tasks will be to view attack rates per sensor, search for
high level trends (growth of a particular malware strain over time, attacks from a certain location on a particular day, etc) or drill
down into the geographic detail of individual attacks. End users of the system will be the aoperators of malware collection sensors ar
interested analysts within the secuirty community or the Honeynet Project.

As input, the system will take reasonably simple CSV type data from low interaction malware sensors (such as timestamp, source
IP, attack type, attacker IP address, MD5sum, etc in the form of an HTTP POST or via XMFF}. This data is then automatically
enriched by submitting the malware binary samples to multiplesandbox and antivirus engines for analysis (both public and private}.
The output from this post processing analysis is usally returned as XML or text after a short period, by HTTF or email. We also
perform IP geo-location and ASN resclution against IP address to provide more information about sources, including latitude and
longitutude for spatial mapping.

http://www.honeynet.org/gsoc/ideas
David Watson (david@honeynet.org.uk) 60
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Location of DDoS
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