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Speaker

 David Watson (UK)‏
 14 years managed services industry and consultancy
 Solaris, IP Networking, Firewalls, PenTest background
 Led the UK Honeynet Project since 2003
 Honeynet Project Chief Research Officer / Director
 Bootable systems, Honeystick, Honeysnap analysis tool,  

co-authored “KYE: Phishing”, KYE reviewer / editor
 GDH and HonEeeBox lead developer & project manager

 GSoC org admin, Conficker Working Group

 Shadowserver Foundation member

 Director of UK open source consultancy Isotoma Ltd.
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Global Distributed Honeynets (GDH1)
(2006-2008)
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http://www.honeynet.org/speaking/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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http://www.honeynet.org/speaking/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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GDH

http://www.honeynet.org/speaking/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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http://www.honeynet.org/speaking/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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Global Distributed Honeynets (GDH2) 
(2008-2009)
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Motivation

 GDH2 gives members a shared project 
 Tools available as open source
 Data available only to participants
 Continues honeynet R&D plus testing

 Big, complex, development dependencies, 
manual, time consuming, resource intensive

 Significant funding to really be successful
 On hold, but still want to find full time funding

BUT
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HonEeeBox v1: 
Rapid Deployment of Many Distributed 

Low Interaction Malware Collectors
(2009-2010)
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Motivation

 Do something simple, then more funded GDH2
 Reduce amount of new development required
 Minimise operational support and DA effort 
 Keep up momentum from annual workshop
 Start project immediately (June 2009)
 Quickly provide a live shared data feed
 Involve as many members as possible
 Kick start development of analysis tools that 

will be useful when GDH2 does restart
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Proposed Approach
 Build small, cheap, highly portable low 

interaction honeypots for distributed 
malware collection to a central location 

 Deploy widely and internationally (100+)
 Anonymous central sample submission
 'Outsource' malware binary analysis to 

Shadowserver, VirusTotal, etc
 Focus development on reporting and 

analysis UI, then data analysis
 Also add netflow and p0f data recording
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Embedded Nepenthes

 Spent a fair bit of time building embedded 
Nepenthes sensors on many platforms

http://www.ukhoneynet.org/category/howto
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Embedded Sensors Pros/Cons

✔ Consumer hardware
✔ Cheap
✔ Small
✔ Quiet
✔ Low power
✔ Reliable
✔ Easy to ship
✔ Minimal footprint

✗ Cross compiling
✗ Slow development
✗ Endian-ness
✗ Capacity
✗ Performance
✗ Poor console / UI
✗ Upgrade re-flash
✗ Making bricks!
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Asus Eee PC Box (B202)

 Best of both worlds
 Intel Atom x86 CPU
 1.6 GHz HT
 1GB RAM
 160GB hard disk
 Standard PC I/O
 Hardware warranty
 Comparable price

 Still small, quiet, low 
power, easy to ship

 Normal Linux distros
 Simple to reinstall 
 Update from image
 Upgrade from repos
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HonEeeBox

 Scripts to build a bootable ISO or USB disk 
image: 
 Live CD sensor
 Live CD sensor with disk persistence 
 Live USB sensor
 Live USB sensor with disk persistence
 Virtual appliance (including cloud nodes, AWS)
 Hard disk installation (ideally to Eee Box PC)
 SHDC card installation, no moving parts
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HonEeeBox v1

 Minimal Debian-Live system (Lenny 5.0)
 Custom Nepenthes .deb created from the 

current Nepenthes release in svn
 DHCP plus automatic live CD login
 Patch and upgrade on the fly via apt
 Permanent installation prompts for locale, 

network configuration, etc as normal
 HTTPS data submission to central server
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HonEeeBox Participation
 1+ public static IP addresses (more is better)

 1+ networked x86 PC/server(s) to boot ISO or USB 
key or space to host HonEeeBox sensor hardware 

 Be willing to submit basic attack data 

(SRC IP, download URL, MD5, timestamp, binary, etc)

 Be willing to share collected malware samples with all 
participants and project sponsors

 Submissions from existing Nepenthes sensors 

 Tried to find sponsorship (NIC $40k, Symantec $10k)

 Potential funding for additional sensor deployment
 Regional, CERT, industry, academic, etc
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https://public.honeynet.org/mailman/private/honeeebox/
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https://public.honeynet.org/mailman/private/honeeebox-dev/
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Prototype HonEeeBox v1 UI and
Basic Example Visualisations
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HonEeeBox v1 Goals
 Ship 100 sensors to members by April 2010

 Get budget to pay for hardware shipping

 Build prototype UI using ExtJS & backend

 Find more people to contribute to development

 Sensors in regions like China, Iran, Korea, etc to 
potentially interest funders

 100+ nodes with zero day detection to demo a 
distributed sensor network and attract funding

 Decide if HonEeeBox and data will be an internal 
resource / community resource / open sourced / etc
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HonEeeBox Successes

 Bought 145 sensors using $40k NIC funding July 2009

 $10k from Symantec to pay for hardware shipping

 Built Prototype UI using ExtJS & backend

 Ran operational blog and gradually added sensors

 Got a few people involved in UI development

 Current stats (past 24 hours):

Sensors: 39 (10)         (~90 Lance / Julia)

Total Attacks: 35230 (+74) 

Total Attacker IPs: 12545 (+25) 

Total Victim IPs: 212 (+15) 

Total MD5sums: 2326 (+22) 



  
David Watson (david@honeynet.org.uk)‏ 48

HonEeeBox Failures

 Struggled with sensor shipping & logistics (50/145)
 Lack of active developers and sys-admins:

 David = GSoC 2009/2010 Feb-Oct & travel/classes
 Lance and Arthur = babies & new jobs
 Steve, Jamie, Sebastien and Rob = New jobs

 Although sensors still operational, UI is a prototype
 Nepenthes rather than Dionaea, 'boring' samples
 Svn/Trac password protected, code not released
 Collected data only available to other participants
 External member perception of project was limited
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HonEeeBox Lessons Learned
 Shipping and logistics have to be streamlined
 Must be simple to add sensors to the backend
 Needs core team of dev and ops always available
 David can't be the bottleneck during GSoC 2011
 Most people happy to share low interaction data
 Need to balance data sharing and privacy concerns 

with wider access to membership & better member 
communication (all full members see data?)

 Lots of security community partners keen to host 
sensors for us, can definitely build large sensornet

 Presentations always gets in/external interest
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HonEeeBox Lessons Learned
 Support DHCP (implications for sensor ID vs 

source IP, need for stronger auth not firewalling)
 Update packages from our own package repository
 Postgresql has native IP data sources, not MySQL
 Move from ExtJS + PHP to Django/python
 Event based, non-blocking wherever possible
 Members seemed ok with remote SSH admin
 Can't easily use VPN tunnel mode with Dionaea on 

ADSL (so still local sensors not SurfIDS model)
 GSoC student access to data is difficult:

Give them anonymised sets of reference data?
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HonEeeBox v2: 
Rapid Deployment of Many Distributed 

Low Interaction Malware Collectors
(and this time suceeding!)
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Nepenthes → Dionaea

 C with glib
 LibEv events
 Emdedded Python
 OpenSSL for TLS
 Udns (asynch)
 Curl and Libcfg
 SQL logging
 IPv6 support

 SMB/CIFS protocol 
emulation for 
(unknown) RPC calls

 Generic shellcode 
detection via LibEmu 

 Actions on shellcode 
profile (windows shell, 
file download) via 
LibEmu execution
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HonEeeBox v2 in 2011

 Scripts to build a bootable ISO or USB disk 
image: 
 Live CD sensor
 Live CD sensor with disk persistence 
 Live USB sensor
 Live USB sensor with disk persistence
 Virtual appliance (including cloud nodes, AWS)
 Hard disk installation (ideally to Eee Box PC)
 SHDC card installation, no moving parts
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HonEeeBox v2 in 2011
 Minimal Debian-Live system (Lenny 5.0)
 Dionaea .deb created from the current 

Dionaea release in git
 DHCP plus automatic live CD login
 Patch and upgrade on the fly via apt
 Permanent installation prompts for locale, 

network configuration, etc as normal
 HTTPS data submission to central server

(backwardly compatible with HonEeeBox v1)
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HonEeeBox v2 in 2011
 Updated disk image / ISOs ready for testing
 Will upgrade existing sensor nodes Q2 2011
 Aim to deploy remaining ~90 sensors Q2-Q3
 Core dev team: David, Arthur, Mark, Rob, 

Sebastien, You? (need hands on python)
 This week:

Plan submit_http → submit_XMPP / hpfeed
Plan new schema (consider Carniwwwhore)
Plan and kickstart core development
Brainstorm and plan UI plus visualizations
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http://www.honeynet.org/gsoc/ideas
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HonEeeBox – Rapid Deployment of 
Many Distributed Low Interaction 

Malware Collectors

David Watson        david@honeynet.org.uk

Any Questions?
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